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LAW’S EXPRESSIVE VALUE IN COMBATING
CYBER GENDER HARASSMENT

Danielle Keats Citron™

The online harassment of women exemplifies twenty-first century
behavior that profoundly harms women yet too often remains over-
looked and even trivialized. This harassment includes rape threats,
doctored photographs portraying women being strangled, postings
of women’s home addresses alongside suggestions that they are in-
terested in anonymous sex, and technological attacks that shut
down blogs and websites. It impedes women’s full participation in
online life, often driving them offline, and undermines their auton-
omy, identity, dignity, and well-being. But the public and law
enforcement routinely marginalize women’s experiences, deeming
the harassment harmless teasing that women should expect, and
tolerate, given the internet’s Wild West norms of behavior.

The trivialization of phenomena that profoundly affect women’s ba-
sic freedoms is nothing new. No term even existed to describe
sexual harassment of women in the workplace until the 1970s. The
refusal to recognize harms uniquely influencing women has an im-
portant social meaning—it conveys the message that abusive
behavior toward women is acceptable and should be tolerated.

Grappling with the trivialization of cyber gender harassment is a
crucial step to understanding and combating the harm that it in-
flicts. My previous work, Cyber Civil Rights, explored law’s role
in deterring and punishing online abuse. This Essay emphasizes
what may be law’s more important role: its ability to condemn cy-
ber gender harassment and change the norms of acceptable online

*  Professor of Law, University of Maryland School of Law. I owe special thanks to Debbie
Hellman, Martha Nussbaum, and Jana Singer, whose insights proved indispensable to this piece.
Many thanks also to Bobby Ahdieh, Taunya Lovell Banks, Ann Bartow, Richard Boldt, Lou Citron,
Deven Desai, Martha Ertman, David Fagundes, Lisa Fairfax, Jill Filipovic, Paul Gowder, Mark
Graber, James Grimmelmann, Sherrilyn Ifill, Bob Kaczorowski, Michael Kang, Orin Kerr, Fred
Lawrence, Brian Leiter, Kay Levine, Dan Markel, Leslie Meltzer, Helen Norton, Frank Pasquale,
Joel Reidenberg, Rob Rhee, Neil Richards, Dan Solove, Sonja Starr, Cass Sunstein, David Super,
Spencer Waller, Greg Young, Jonathan Zittrain, and the participants in the University of Chicago’s
Internet, Speech and Privacy conference, Yale Law School’s Information Society Project Speaker
Series, and Concurring Opinions Blog’s Online Symposium on Cyber Civil Rights. I am grateful to
all of the women who have shared with me their personal experiences with online harassment. I owe
a debt of gratitude to Sarah Tremont, Leah Litman, Anna Moschet, Kathrina Szymborski, Tom
Wiesner, and my other editors at the Michigan Law Review for their superb insights, keen edits, and
enthusiasm. Alice Johnson, Ben Levin, Dave Martin, Susan McCarthy, and Kaveh Saba provided
excellent research assistance.
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behavior. Recognizing cyber harassment for what it is—gender dis-
crimination—is crucial to educate the public about its gendered
harms, to ensure that women’s complaints are heard, to convince
perpetrators to stop their online attacks, and ultimately to change
online subcultures of misogyny to those of equality.
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INTRODUCTION

The harassment of women online is a pernicious and widespread prob-
lem.' It can be severe, involving threats of sexual violence, doctored
photographs of women being suffocated, postings of women’s home ad-
dresses alongside the suggestion that they should be raped, and
technological attacks that shut down feminist blogs and websites.” Cyber
harassment is a uniquely gendered phenomenon—the majority of targeted

1. Although its scope is difficult to estimate, one study suggests that approximately 40
percent of female internet users have experienced cyber harassment. Azy Barak, Sexual Harassment
on the Internet, 23 Soc. Sc1. COMPUTER REv. 77, 81 (2005); see also Francesca Philips & Gabrielle
Morrissey, Cyberstalking and Cyberpredators: A Threat to Safe Sexuality on the Internet, 10 CoN-
VERGENCE: INT’L J. RES. INTO NEw MEDIA TECHs. 66, 72 (2004) (estimating that one-third of
female internet users have been harassed online). Any existing statistical evidence surrounding cyber
gender harassment is likely to underestimate the phenomenon as women tend to underreport it due
to feelings of shame and embarrassment. See ATT'Y GEN. TO VICE PRESIDENT, CYBERSTALKING: A
NEw CHALLENGE FOR Law ENFORCEMENT AND INDUSTRY (1999), http://www.usdoj.gov/
criminal/cybercrime/cyberstalking htm [hereinafter REP. oN CYBERSTALKING]. This is unsurprising
given women’s underreporting of workplace sexual harassment. Louise Fitzgerald et al., Why Didn’r
She Just Report Him?, 51 J. Soc. Issugs 117, 119-21 (1995).

2. Danielle Keats Citron, Cyber Civil Rights, 89 B.U. L. REv. 61, 69-75 (2009).
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individuals are women,” and the abuse of female victims invokes gender in
threatening and demeaning terms.*

Such harassment has a profound effect on targeted women. It discour-
ages them from writing and earning a living online.’ It interferes with their
professional lives. It raises their vulnerability to offline sexual violence. It
brands them as incompetent workers and inferior sexual objects. The har-
assment causes considerable emotional distress.” Some women have
committed suicide.’

To avoid future abuse, women assume gender-neutral pseudonyms or go
offline, even if it costs them work opportunities.” Others curtail their online
activities.” For the “digital native”” generation, forsaking aspects of the
internet means missing innumerable social connections. Although online
harassment inflicts the most direct costs on targeted individuals, it harms
society as well by entrenching male hierarchy online.

But no matter how serious the harm that cyber gender harassment in-
flicts, the public tends to trivialize it. Commentators dismiss it as harmless
locker-room talk, characterizing perpetrators as juvenile pranksters and tar-
geted individuals as overly sensitive complainers." Others consider cyber
gender harassment as an inconvenience that victims can ignore or defeat
with counterspeech.” Some argue that women who benefit from the internet
have assumed the risks of its Wild West norms.” Although the arguments

3. L.P. Sheridan & T. Grant, Is Cyberstalking Different?, 13 PsycHoL., CRIME & L. 627,
637 (2007) (citing various studies suggesting that the majority of cyber stalking victims were female
and their online stalkers were less likely to be ex-partners of the victims).

4.  See Barak, supra note 1, at 78-79.

5. Posting of Louisa Garib to On the Identity Trail, Blogging White Female, Online Equality and
the Law, http://www.anonequity.org/weblog/archives/2007/08/blogging_while_female_online_i.php (Aug.
21,2007, 23:59 EST).

6. See Ellen Nakashima, Sexual Threats Stifle Some Female Bloggers, WasH. PosT, Apr.
30, 2007, at Al.

7. See B.J. Lee, When Words Kill: Suicide spurs bid to regulate the net in South Korea,
NEWSWEEK.coM, Oct. 15, 2008, http://www.newsweek.com/id/164013.

8. Nakashima, supra note 6; see also, e.g., Posting of womensspace to Women’s Space,
Blogging White Female. Hacking as Sexual Terrorism, http://www.womensspace.org/phpBB2/2007/
08/06/blogging-while-female-men-win-hacking-as-sexual-terrorism/ (Aug. 6, 2007) (explaining that
she shut down her women’s issues website due to cyber harassment that included threats of vio-
lence, technological attacks, and publication of her home address).

9.  See Posting of Louisa Garib to On the Identity Trail, supra note 5.

10. A digital native is “a person for whom digital technologies already existed when they
were born,” and who has “grown up with digital technology such as computers, the Internet, mobile
phones and MP3s” Wikipedia, Digital Native, http://en.wikipedia.org/wiki/Digital_native (last
visited Aug. 29, 2009).

11. Posting of Rev. Billy Bob Gisher to Less People Less Idiots, Silence of the hams,
http://lessidiots.blogspot.com/2007/04/silence-of-hams.html (Apr. 3, 2007, 16:19 EST) (on file with
author).

12.  Posting of Markos Moulitsas to Daily Kos, Death threats and blogging, hitp://
www.dailykos.com/story/2007/4/12/22533/9224 (Apr. 11, 2007, 23:45 PDT).

13.  Posting of Susannah Breslin to The XX Factor, Is Blogging While Female Really
So “Perilous”?, SLATE, http://www.slate.com/blogs/blogs/xxfactor/archive/2009/03/13/is-blogging-
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differ, their message is the same—women need to tolerate these cyber
“pranks” or opt out of life online. This message has the unfortunate conse-
quence of discouraging women from reporting cyber gender harassment and
preventing law enforcement from pursuing cyber-harassment complaints. "

The trivialization of harms suffered by women is nothing new."” Society
ignored or downplayed domestic violence’s brutality for over 200 years."
No term even existed to describe sexual harassment in the workplace until
the 1970s, despite the pervasiveness of the practice.'” In light of this history,
the current refusal to take seriously the cyber harassment of women is as
unsurprising as it is disappointing.

Due to the internet’s relative youth, this is an auspicious time to combat
the trivialization of cyber gender harassment before it becomes too en-
trenched. If it continues unabated, cyber harassment could very well be the
central front of struggles against sexual harassment in the coming decades
given our increasing dependence on the net. More people make friends,
apply for jobs, and discuss policy online than ever before, shifting their so-
cial and professional interactions to the net and with it the risk of sexual
harassment.” As the market leans toward more realistic sensory experiences
in virtual worlds and as these sites become more popular, cyber gender
harassment may more closely approximate conventional notions of sexual
violence. For instance, Second Life users’ avatars have reportedly been
forced to perform sexually explicit acts after being given malicious code.”
These developments, and others like them, would further threaten gender
equality in our digital age.

Wrestling with the marginalization of cyber sexual harassment is a cru-
cial step in combating its gender-specific harms. Law has a crucial role to
play in this effort. Law serves different functions here. It can deter online

while-female-really-so-perilous.aspx (Mar. 13, 2009, 17:03 EST) (arguing that the web is an
equal-opportunity attack forum and thus urging women to “get over yourselves”); Comment of
Fistandantalus to Posting of Rev. Billy Bob Gisher to Less People Less Idiots, Silence of the hams,
http://lessidiots.blogspot.com/2007/04/silence-of-hams.html (on file with author).

14.  See, e.g., PauL Bocl, CYBERSTALKING: HARASSMENT IN THE INTERNET AGE AND How
TO PROTECT YOUR FamiLy 17 (2004).

15. ROBIN WEST, CARING FOR JUSTICE 96 (1997).
16. Id.

17. CATHARINE A. MACKINNON, SEXUAL HARASSMENT OF WORKING WOMEN: A CASE OF
SEX DISCRIMINATION xi (1979).

18.  See, e.g., Posting of Danielle Citron to Concurring Opinions, Zuckerberg’s Law on Data
Sharing, Not Puffery, http://www.concurringopinions.com/archives/2009/07/zuckerbergs-law-on-
data-sharing-not-puffery.html (July 16, 2009, 12:32 EST) (explaining that as of July 2009, Facebook
had 250 million members, up from 150 million in January 2009).

19. Michael Tennesen, Avatar Acts: When the Matrix Has You, What Laws Apply 1o Settle
Conflicts?, Sc1. AM., July 2009, at 27; see also Regina Lynn, Virtual Rape Is Traumatic, but Is It A
Crime?, WiRED.coM COMMENT.—SEX DRIVE, May 4, 2007, http://www.wired.com/culture/lifestyle/
commentary/sexdrive/2007/05/sexdrive_0504; Posting on Tech FAQ, Second Life virtual rape,
http://www.tech-fag.com/blog/second-life-virtual-rape.html (last visited Aug. 29, 2009) (explaining
that a Belgian user of Second Life was forced to perform sexually explicit acts after being given a
“voodoo doll,” a piece of code that takes the form of a regular object such as a cup or pen but in fact
takes control of your avatar).
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harassment’s harms by raising the costs of noncompliance beyond its ex-
pected benefits. Law can also remedy such harm with monetary damages,
injunctions, and criminal convictions. My article Cyber Civil Rights ex-
plored antidiscrimination, criminal, and tort law’s role in preventing,
punishing, and redressing cyber harassment.” In this piece, I explore law’s
other crucial role: educating the public about women’s unique suffering in
the wake of cyber harassment and potentially changing societal responses to
it. Because law is expressive, it constructs our understanding of harms that
are not trivial. The application of a cyber civil rights legal agenda would
reveal online harassment for what it truly is—harmful gender discrimina-
tion. It would recognize the distinct suffering of women, suffering that men
ordinarily do not experience or appreciate as harmful.

Once cyber harassment is understood as gender discrimination and not
as a triviality to be ignored, women are more likely to complain about it
rather than suffer in silence. Law enforcement could pursue cyber harass-
ment complaints rather than just counseling women to get off their
computers and seek help only if their harassers confront them offline. As a
result, some perpetrators might curtail their bigoted assaults. Viewing cyber
harassment as gender discrimination could become part of our cultural un-
derstandings and practices. As with workplace sexual harassment and
domestic violence, changing the norms of acceptable conduct may be the
most potent force in regulating behavior in cyberspace. An antidiscrimina-
tion message is crucial to harness law’s moral and coercive power.”

This piece has three Parts. Part [ explores the gendered nature of online
harassment.” It first defines the phenomenon of cyber gender harassment. It
then explores the distinct harms that such online abuse inflicts on targeted
women and society.

Part II documents and refutes the view that law should ignore cyber
gender harassment due to its triviality. It places this response in its broader
context—society has historically marginalized harms that uniquely affect
women. As with sexual harassment and domestic abuse in the past, a crucial
first step in defeating cyber gender harassment is convincing the public of
its seriousness. This Part undertakes that work, exploring the false assump-
tions that underlie the trivialization critique.

Part III demonstrates the expressive role that law can play in detrivializ-
ing cyber harassment and in shaping online behavior. It highlights how law
can change the way targeted women, the broader public, law enforcement,
and even perpetrators understand cyber gender harassment, drawing on
analogies to law’s expressive role in changing social norms and behavior

20. Citron, supra note 2.

21.  Cf Kimberlé Williams Crenshaw, Race, Reform, and Retrenchment: Transformation and
Legitimation in Antidiscrimination Law, 101 Harv. L. REv. 1331, 1335 (1988) (describing the im-
portance of an antidiscrimination message to combat racial subordination).

22. Brian Leiter aptly calls social networking sites that house and encourage such gender
harassment “cyber—cesspools.” Brian Leiter, Cleaning Cyber—Cesspools: Google and Free Speech 1
(Nov. 21, 2008) (unpublished manuscript, on file with author).
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concerning domestic violence and workplace sexual harassment. It con-
cludes by explaining why obstacles to law’s expressive role are not
insurmountable.

I. CYBER HARASSMENT THROUGH A FEMINIST LENS

Online harassment is a problem that has a profound impact on women’s
lives but is little understood. Just as society ignored sexual harassment until
scholars and courts recognized it as sex discrimination, a definition of cyber
gender harassment is crucial to understanding and tackling its distinct harms
to women. No working definition has been constructed, perhaps because
cyber gender harassment has been relegated to the shadows of our thinking.
This Part fills that void and provides an account of the gendered nature of
online harassment, highlighting its distinct effect on targeted women and
society.

A. Understanding Cyber Gender Harassment

Although cyber gender harassment encompasses various behaviors, it
has a set of core features: (1) its victims are female, (2) the harassment is
aimed at particular women, and (3) the abuse invokes the targeted individ-
ual’s gender in sexually threatening and degrading ways.”

While cyber attackers target men, more often their victims are female.”
The nonprofit organization Working to Halt Online Abuse has compiled sta-
tistics about individuals harassed online. In 2007, 61% of the individuals
reporting online abuse identified themselves as women while 21% identified
themselves as men.” In 2006, 70% of online harassment complainants iden-

23.  Online harassment is also targeted at gay men—the harassment similarly invokes
targeted individuals’ gender in a sexually threatening manner. For instance, anonymous posters
on the high school gossip site Peoples Dirt noted that named male students were gay and
threatened them with violence. A posting under a male student’s name asserted “we know your
[sic] g@y . .. just come out of the closet . . . and you should choke on a dick and die.” Posting of
Danielle Citron to Concurring Opinions, Peoples Dirt, Now Terrorizing High Schoolers
Everywhere, http://www.concurringopinions.com/archives/2009/05/peoples-dirt-now-terrorizing-
high-schoolers-everywhere.html (May 18, 2009, 15:05 EST) (alteration in original). Anonymous
posters on the Encyclopedia Dramatica site direct sexually threatening taunts to named gay men.
Posters accused a man of having an incestuous relationship with his brother and a
bestial relationship with his dog. Encyclopedia Dramatica, Chris Cocker, http://www.
encyclopediadramatica.com/Chris_Crocker (last visited Aug. 29, 2009).

24, Sheridan & Grant, supra note 3, at 67. A 2003 study of 169 individuals who report-
edly experienced cyber harassment found that 62.5 percent of the respondents were female. Paul
Bocij, Victims of Cyberstalking: An Exploratory Study of Harassment Perpetrated via the Inter-
net, FIRsT MONDAY, Oct. 6, 2003, http://firstmonday.org/htbin/cgiwrap/bin/ojs/index.php/fm/article/
view/1086/1006. The harassment consisted of threatening or abusive email messages, threats or
abusive comments via IM messages, threats or abusive comments in chat rooms, the posting of false
rumors in chat rooms, impersonation of individuals in e-mail messages to friends, and encourage-
ment of others to harass or threaten the respondent. /d.

25. WORKING TO HALT ONLINE ABUSE, 2007 CYBERSTALKING STATISTICS |, http://
www.haltabuse.org/resources/stats/2007 Statistics.pdf. Eighteen percent of those reporting cyber
harassment did not report their gender. /d.
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tified themselves as women.”® Overall, from 2000 to 2008, 72.5% of the
2,519 individuals reporting cyber harassment were female and 22% were
male.” Forty-four percent of the victims were between the ages of 18 and
40,” and 49% reportedly had no relationship with their attackers.” Similarly,
the Stalking Resource Center, a branch of the National Center for Victims of
Crimes, reports that approximately 60% of online harassment cases involve
male attackers and female targets.”

Academic research supports this statistical evidence. The University of
Maryland’s Electrical Engineering and Computer Department recently stud-
ied the threat of attacks associated with the chat medium Internet Relay
Chat.” Researchers found that users with female names received on average
100 “malicious private messages,” which the study defined as “sexually ex-
plicit or threatening language,” whereas users with male names received
only 3.7.% According to the study, the “experiment show[ed] that the user
gender has a significant impact on one component of the attack thread (i.e.,
the number of malicious private messages received for which the female
bots received more than 25 times more private messages than the male bots
... Y and “no significant impact on the other components on the attack
threat[,]” such as attempts to send files to users and links sent to users.” The
study explained that attacks came from human chat users who selected their
targets, not automated scripts programmed to send attacks to everyone on
the (;Pannel, and that “male human users specifically targeted female us-
ers.”

26. WORKING TO HALT ONLINE ABUSE, 2006 CYBERSTALKING STATISTICS 1, http:/
www.haltabuse.org/resources/stats/2006Statistics.pdf.

27. WORKING TO HALT ONLINE ABUSE, CYBERSTALKING COMPARISON STATISTICS 2000-
2008 1, http://www.haltabuse.org/resources/stats/Cumulative2000-2008.pdf. Five and one-half per-
cent of the reporting individuals refused to provide their gender to the organization. /d.

28. I
29. Id at2.

30. Christine Petrozzo & Sarah Stapp, To catch a predator: How some cyber—agencies help
victims fight back against online aggression, DaiLy ORANGE (Syracuse, N.Y.), Jan. 24, 2008,
http://media. www.dailyorange.com/media/storage/paper522/news/2008/01/24/News/To.Catch.A Pre
dator-3165676.shtml#cp_article_tools.

31. See Robert Meyer & Michael Cukier, Assessing the Attack Threat due to IRC Channels,
in PROCEEDINGS OF THE INTERNATIONAL CONFERENCE ON DEPENDABLE SYSTEMS AND NETWORKS
467 (2006), available ar http://www.enre.umd.edu/content/rmeyer-assessing.pdf. Chat rooms using
IRC protocol permit live conversations via the internet, containing as many as several thousand
people, whereas other chat programs such as MSN messenger and Yahoo focus on two-person con-
versations. Id. Users can join existing discussions or create new ones. Bocu, supra note 14, at 126.
“Estimates of the number of publicly accessible channels available [on IRC] range from 100,000 to
more than 580,000.” /d. (citation omitted).

32. Meyer & Cukier, supra note 31, at 469. The researchers used simulated users with fe-
male names Cathy, Elyse, Irene, Melissa, and Stephanie, and simulated users with male names
Andy, Brad, Dan, Gregg, and Kevin. /d. at 469-70.

33.  Id. at470.
34, Id at471.
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Examples of cyber gender harassment show that it routinely involves
threats of rape and other forms of sexual violence.” It often reduces targeted
women to sexual objects™ and 1ncludes humlhatmg comments that reinforce
gender-constructed stereotypes,” such as “[w]ho let this woman out of the
kitchen?” and “why don’t you make yourself useful and go have a baby.””*
The online abuse can be “more vicious” if targeted women are “lesbian[]
and/or . . . not-white””

For mstance Kathy Sierra, a well-known programmer and game devel-
oper, maintained a popular blog on software development called “Creating
Passionate Users.” In 2007, anonymous individuals attacked Ms. Sierra on
her blog and two other websites."' Posters suggested she deserved to have
her throat slit, be suffocated, sexually violated, and hanged.” They posted
her home address and Social Security number.” They posted doctored pho-
tographs of Ms. Sierra: one picture featured her with a noose beside her
neck; another depicted her screaming while being suffocated by lingerie.”

35.  See, e.g., Jessica Valenti, How the web became a sexists’ paradise, GUARDIAN, Apr. 6,
2007, at 16, available at hitp://www.guardian.co.uk/world/2007/apr/06/gender.blogging (describing
anonymous posters’ attack of women bloggers with comments such as “I would fuck them both in
the ass,” and “hate-fuck{]” them) (internal quotation marks omitted); Posting of Lisa Stone to Blog-
Her, Hating Hate Speech: Safery for Kathy Sierra and all women online, htip://
www.blogher.com/node/17319 (Mar. 27, 2007, 01:47 EST) (explaining that countless women have
been threatened with rape, dismemberment, and violent images in online forums such as message
boards and blog comments).

36. Technologist Robert Scoble explains that “whenever [he] post[s] a video of a female
technologist [on his blog] there invariably are snide remarks about body parts and other things that
simply wouldn’t happen if the interviewee were a man.” Lynn Harris, Death threats dog female
blogger, SaLoN, Mar. 28, 2007, http://www.salon.com/mwt/broadsheet/2007/03/28/kathy_sierra/
print.html.

37. Barak, supra note 1, at 79; see also, e.g., Comment of idiolect to Posting of Vanessa to
Feministing, Listen Up: Bloggers Discuss Online Harassment, http://www.feministing.com/
archives/013176.html (Jan. 18, 2009, 14:52 EST) (explaining that during online discussion, com-
mentator called her a “bitch/whore/cunt” and posted a giant picture of young anime girl’s face
beaten, black-eyed, and bloody with the following text: “Who told you could leave the kitchen? . . .
Either make me a sandwich or [shut the fuck up).”) (emphasis omitted).

38. Posting of Alyssa Royse to BlogHer, Rape and Death and Batman, OH MY!,
http://www.blogher.com/rape-and-death-and-batman-oh-my (Aug. 3, 2008, 11:42 EST). As a writer
for the Austin Chronicle reports, “[t]here are endless examples of female bloggers coming under the
knife for being bitches or media whores, while male bloggers’ gender is either ignored or heralded.”
Sofia Resnick, Gloves Off: The perils of being a female blogger, AUSTIN CHRON., Mar. 6, 2009,
http://www.austinchronicle.com/gyrobase/Issue/print?0id=751511.

39.  Stone, supra note 35.

40. Greg Sandoval, Blogger cancels conference appearance after death threats, CNET
NEws BLOG, Mar. 26, 2007, http://www.news.com/8301-10784_3-6170683-7.html.

41.  See Dahlia Lithwick, Fear of Blogging: Why women shouldn’t apologize for being afraid
of threats on the Web, SLATE, May 4, 2007, http://slate.com/toolbar.aspx ?action=print&id=2165654;
Dan G, http:/dan100.blogspot.com/2007/03/paynter-and-locke-never.html (March 27, 2007, 14:10
EST).

42.  Sandoval, supra note 40.

43.  Valenti, supra note 35. Ms. Sierra explained that “[pJeople are posting all my private data
online everywhere—social-security number, and home address—a retaliation for speaking out.” /d.
(internal quotation marks omitted).

44, Id.
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After the attacks, Ms. Sierra canceled speaking engagements and feared
leaving her home.” As she explained, “my blog was in the Technorati Top
100 [azsthe time of the attack]. I have not blogged there—or anywhere—
since.”

Harassers do not reserve their assaults for high-profile women like Ms.
Sierra. For instance, anonymous posters targeted NYU law student Jill Fili-
povic on the social networking site AutoAdmit.” Under a thread entitled
“can someone post a pic of Jill H. [sic] from NYU?,” posters uploaded Ms.
Filipovic’s Facebook profile and picture.” Posters made clear that they at-
tended school with Ms. Filipovic by noting “I sat next to Jill F for an hour.””
After a message thread asked: “Any Jill F sightings yet,” posters responded
that they had seen her around school.”® Anonymous posters threatened Ms.
Filipovic with rape: “I want to brutally rape that Jill slut™®' and “she’s a
normal sized girl that [1]’d bang violently[,]”** “maybe you’d have to kill her
afterward.”” They created menacing message threads, such as “Official Jill
Filipovic RAPE thread™ and “I have it on good authority that Jill F has
rape fantasies.”™ Posters discussed photo-shopping a picture of Ms.

45. See Blog death threats spark debate, BBC News, Mar. 27, 2007, hup/
news.bbc.co.uk/go/pr/fr/-/2/hi/technology/6499095.stm.

46. Comment of Kathy Sierra to Posting of Kaimipono D. Wenger to Concurring Opinions, CCR
Symposium: A Behavioral Argument for Stronger Protections, http://www.concurringopinions.com/
archives/2009/04/ccr_symposium_a_1.html#comments (Apr. 18, 2009, 14:25 EST).

47. In just over eighty message threads, posters discuss Ms. Filipovic—her whereabouts and
looks—often with threatening, sexually explicit language. See E-mail from Jill Filipovic to Danielle
Citron, Professor of Law, University of Maryland (March 6, 2009, 11:57 EST).

48. See Posting of honk if you are nigger to AutoAdmit, hitp://www.xoxohth.com/
thread.php?thread_id=331077 (Jan. 2, 2006, 19:17 EST).

49.  See E-mail from Jill Filipovic to Danielle Citron, Professor of Law, University of Mary-
land (March 6, 2009, 11:43 EST).

50. Posting of Jill to Feministe, A Follow-Up, hup://www.feministe.us/blog/archives/2006/
01/04/a-follow-up/ (Jan. 4, 2006, 01:05 EST).

51.  Posting of Shotgun Ned to Auto Admit, http://www.xoxohth.com/thread.php?thread_id=
612665& mc=96& forum_id=2 (Apr. 13, 2007, 15:14 EST); see also Posting of Jill to Feministe,
Greatest Hits: The Public Woman, http://www.feministe.us/blog/archives/2007/08/08/greatest-hits-
the-public-woman/ (Aug. 8, 2007, 15:38 EST).

52. Posting of AK47 10 AutoAdmit, http://www.xoxohth.com/thread.php?thread_id=
613845&mc=32&forum_id=2 (Apr. 15, 2007, 19:09 EST).

53. Posting of AK47 to AutoAdmit, http://www.xoxohth.com/thread.php?thread_id=
613845&me=32&forum_id=2 (Apr. 15, 2007, 19:12 EST).

54. AutoAdmit Message Thread, Official Jill Filipovic RAPE thread, http://
www.xoxohth.com/thread.php?thread_id=621704&mc=10&forum_id=2 (last visited Aug. 30,
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55.  AutoAdmit Message Thread, I have it on good authority that Jill F has rape fantasies,
http://www.autoadmit.com/thread.php?thread_id=613270&mc=1&forum_id=2 (last visited Aug. 30,
2009).
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1970s, the home and workplace have become safer spaces for women.” Our
cultural practices have evolved, though perhaps not as quickly as one might
have hoped. For instance, in 1983, the New Jersey Supreme Court Task
Force on Women in the Courts found that “[s]tereotyped myths, beliefs, and
biases” continued to affect attorneys’ and courtroom personnel’s decision
making in subject areas such as domestic violence.” As Fred Strebeigh ex-
plains, despite clear changes in the law, some judges continued to
marginalize domestic victims because victims could just “get up and
leave”** Social norms might have changed more rapidly had the marginali-
zation of sexual harassment and domestic violence not been so deeply
ingrained.

Today, we see the same pattern of women’s subordination and exclusion
in cyberspace. Because the trivialization of cyber gender harassment is a
relatively new phenomenon, we find ourselves at a particularly opportune
moment to educate the public about cyber gender harassment. To that end,
parents and educators have an important responsibility to teach the young
about cyber harassment’s harms because the longer we trivialize cyber gen-
der harassment, the more difficult it will become to eradicate.”” It is
certainly possible that if we act now, future generations might view cyber
gender harassment as a disgraceful remnant of the net’s early history.

A civil rights agenda has the potential to change the social meaning of
cyber gender harassment from a triviality to be ignored to invidious dis-
crimination to be punished and remedied. This would accomplish several
things. First, bringing online abuse of women into a civil rights framework
could change the public’s understanding of the problem. It would dispel the

294.  Compare Deborah J. Bostock & James G. Daley, Lifetime and Current Sexual Assault
and Harassment Victimization Rates of Active-Duty United States Air Force Women, 13 VIOLENCE
AGAINST WOMEN 927, 928-29 (2007) (noting that the overall rate of sexual harassment in the U.S.
military declined from 1988 to 2002), with Kaushik Basu, The Economics and Law of Sexual Har-
assment in the Workplace, 17 J. ECON. PERSPECTIVES 141, 143-44 (2003) (noting studies concerning
the percentage of female federal employees who reported experiencing workplace sexual harass-
ment were relatively constant—reporting results of just over 40 percent—from 1980 to 1994).

295.  STREBEIGH, supra note 123, at 384,
296. Id. at 386.

297.  See Comment of Nollind Whachell to HorsePigCow, The Unsinkable Kathy Sierra,
http://www.horsepigcow.com/2007/03/27/the-unsinkable-kathy-sierra/  (Mar. 27, 2007, 11:27
EST). Social-networking sites with established communities demonstrate this concern. For in-
stance, AutoAdmit remains a cesspool of misogynistic comments despite the media’s attention to
the attacks on female law students. See, e.g., AutoAdmit Message Thread, Are Cindy McCain’s
tits really this big?, http://www.xoxohth.com/thread.php?thread_id=879129&mc=8&forum_id=2
(last visited Sept. 1, 2008); AutoAdmit Message Thread, THE hottest skinny chick with big tits
PICTURE EVER!, http://www.autoadmit.com/thread.php?forum_id=2&thread_id=943762&
PHPSESSID=ada8e21571d0fce93527016650f7087d (last visited Sept. 1, 2009); see also Posting
of James Grimmelmann to Concurring Opinions, CCR Symposium: The Lulz Mob, http://www.
concurringopinions.com/archives/2009/04/ccr_symposium_t_3.html (Apr. 15, 2009, 13:18 EST)
(explaining that the website Encyclopedia Dramatica—where Anonymous posts its activities—is
devoted to “lulz, the pleasure of watching someone lose their mind at their computer 2,000 miles
away .... [jJust as the element of surprise transforms the physical act of love into something
beautiful,” where “something beautiful” in that passage is a hyperlink to the entry for rape) (in-
ternal quotation marks omitted); Encyclopedia Dramatica, Cheryl Lindsey Seelhoff, supra note
80 (detailing women’s-issues websites that the group Anonymous has driven offline).
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notion that the harassment constitutes frat-boy rants with little real-world
impact. It would teach the public that online harassment inflicts nontrivial
damage on women, just as legal change in the 1970s conveyed that work-
place sexual harassment was not an innocent fact of life.”® It would make
clear that women should not have to trade their economic and social well-
being for an online presence, in much the same way that court rulings found
that women should not have to choose between working in a sexually har-
assing environment and earning a living. It would discredit the notion that
women should address the harm themselves by walking away from their
computers or engaging in counterattacks, just as law made clear that women
need not handle sexual harassment or domestic violence on their own by
leaving hostile work environments or abusive spouses. It would say that
women should not have to surmount such cyber abuse, that “this is simply
not one of the life struggles that our democracy thinks it valuable for people
to be fighting on their own one by one without legal aid.””*” It would demon-
strate that the internet is not the lawless Wild West, just as court settlements
and state legislation made clear that the home does not insulate abusing hus-
bands from societal intervention.

Second, a cyber civil rights agenda would legitimate the harm in tar-
geted women’s eyes. It would validate their suffering by acknowledging the
damage to their autonomy, livelihood, identity, dignity, and well-being.*”
Women could see that they would not be overreacting if they felt afraid and
ashamed in the face of online harassment. They could complain rather than
minimizing the distress and their own importance, just as women did fol-
lowing court rulings recognizing sexual harassment as discrimination and
media coverage of Anita Hill’s testimony. Instead of enduring cyber harass-
ment, shutting down blogs, or concealing their female identities, women
could seek law’s protection. They could file civil rights lawsuits and initiate
criminal complaints, just as the late twentieth-century court rulings inspired
women to file sexual harassment suits. Women could come together to de-
nounce cyber harassment rather than going offline in isolation, just as court
rulings emboldened the women’s movement to speak out against sexual har-
assment in the workplace. In short, victims could see, and claim, the internet
as a space that is equally theirs.

Third, a cyber civil rights agenda could change the way law enforcement
and courts perceive, and respond to, cyber gender harassment. It would clar-
ify that cyber harassment does indeed involve criminal conduct that should
be addressed, just as law intervened to ensure that law enforcement took
domestic violence seriously. It could convince jurisdictions to devote more
resources to training personnel about cyber harassment investigations and

298.  Antidiscrimination laws convey a cultural meaning of equality among citizens. Charles
R. Lawrence 1ll, The Id, the Ego, and Equal Protection: Reckoning with Unconscious Racism, 39
StaN. L. REV. 317, 355 (1987).

299. NUSSBAUM, supra note 158, at 20.

300. See Margaret Jane Radin, Compensation and Commensurability, 43 DUKE L.J. 56, 60-61
(1993) (“Redress instead means showing the victim that her rights are taken seriously.”).
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prosecutions. Courts could impose significant punishment for cyber harass-
ment, rather than imposing light fines. In turn, targeted individuals would be
more likely to come forward since reporting such incidents would not seem
fruitless. This would have a salutary psychic effect on women: they would
no longer view themselves as defenseless. At the same time, the real possi-
bility of criminal sanctions could convince some individuals that cyber
harassment’s costs exceed its benefits. Criminal prosecutions and tough sen-
tences would send a powerful detrivializing message to potential cyber
harassers and victims alike.

Fourth, secing cyber harassment as implicating civil rights laws would
legitimize current efforts to defeat online gender harassment and galvanize
others to help them. In much the same way that advocacy groups have
formed to combat domestic violence and sexual harassment,” individuals
have joined forces to protest cyber attacks on women. Jayne Hitchcock’s
Working to Halt Online Abuse organization provides advice to women tar-
geted for cyber abuse.’™ In the wake of recent attacks on female bloggers,
feminist bloggers have devoted efforts to raising awareness about the har-
assment of women online.’” Bloggers declared a “Stop Cyberbullying Day”
after the Kathy Sierra incident.”™ Well-known technologists Robert Scoble
and Tim O’Reilly publicly supported Kathy Sierra. Mr. Scoble announced
his decision to close his blog for a week to convey his support for Ms. Si-
erra.’” Mr. O’Reilly called for a bloggers’ code of conduct that would
“change the expectations” for “what is acceptable on line.”” Not surpris-
ingly, those efforts failed to grab the online community’s attention—cyber
gender harassment’s perceived triviality had too strong a hold on the public.
A cyber civil rights agenda would provide moral support for those commit-
ted to changing destructive harassment online.

In short, the signaling function of a cyber civil rights agenda would be
iterative. Communities on blogs and social networking sites would begin to
see cyber harassment as unacceptable gender discrimination. They would
appreciate the net as embracing the same norms and aspirations as our larger
culture. Those inclined to tolerate, and perhaps even those who might par-
take in, online discrimination might instead internalize the notion that cyber
gender harassment is unacceptable and express their disapproval of it, rather

301.  See, e.g., Men’s Network Against Domestic Violence, http://www.menagainstdv.org (last
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2007, http://abclocal.go.com/kgo/story ?section=news/business&id=5165663.

305. Brad Stone, A Call for Manners in the World of Nasty Blogs, N.Y. TIMEs, Apr. 9, 2007, at
Al.

306. id



December 2009] Combating Cyber Gender Harassment 413

than letting such destructive behavior continue without rebuke. Site opera-
tors might take down destructive posts, further sending the message that
cyber harassment is nontrivial.” A civil rights message could change our
cultural software—our ‘collectively created tools that constitute us as
persons’ that we use to interact with others and express our values.” Treat-
ing women as individuals worthy of respect could become “the moral law
within [us]”*”

In turn, women could resume blogging and participating in online dis-
cussion groups. They would feel comfortable using their own voices and
identifying themselves with female names. They could take advantage of the
professional and reputational opportunities that our networked environment
provides. Because women would be subjected to less threatening and de-
meaning comments, they would suffer less anxiety and shame. As sexually
threatening posts with women’s home addresses disappear, women will be
less vulnerable to offline crime inspired by online posts. Women’s online
activities would contribute to the erosion of gender hierarchy in cyberspace.

To be sure, law’s expressive value might be dampened if perpetrators
cannot be located and sued or prosecuted. This might occur if posters use
anonymizing technologies or if the websites hosting attacks fail to track 1P
addresses. This poses a new challenge for law: women usually had no prob-
lem identifying workplace harassers and abusive spouses. Nonetheless, law
need not be invoked in every instance of cyber gender harassment for it to
wield its expressive power. So long as some posters can be identified and
some lawsuits and prosecutions can be pursued, law has the potential to
teach the public about cyber gender harassment’s grave harms. In a lawsuit
brought by female law students harassed on AutoAdmit, plaintiffs have
identified several of the thirty-nine anonymous posters even though the site
did not log its posters’ IP addresses.>"

Moreover, in the short term, discourse about a cyber civil rights agenda’s
role in combating cyber gender harassment can help inform the public’s un-
derstanding of the problem. In this respect, the media has already played an
important role in beginning that discussion.”' As more journalists write
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about cyber harassment as gender discrimination, more targeted individuals
would file criminal complaints and initiate lawsuits and more law enforce-
ment authorities would provide training to officers on the criminal
implications of cyber gender harassment. Thus, the anonymity of online
posters is not fatal to law’s expressive role in combating cyber gender har-
assment.

We also must be mindful that a cyber civil rights agenda’s expressive
value depends on its perceived moral legitimacy.”” Society deems legal
remedies legitimate if they adhere to cultural intuitions about fairness, i.e.,
they appear apportioned to what is deserved.’” If society perceives civil
rights remedies as weak or ineffective, law’s expressive message will ring
hollow, thus failing to address the trivialization problem.”" If, on the other
hand, civil rights remedies are perceived as too harsh, they may engender
resentment, causing the expressive message to backfire.

Whether cyber harassment prosecutions and antidiscrimination lawsuits
will be perceived as both deserved and fair is unclear. Because these reme-
dies have been underutilized, we have little empirical evidence to suggest
that they would be perceived as overly weak or overly harsh. The compo-
nents of a cyber civil rights agenda, however, have been applied to offline
gender harassment for over thirty years. Their application to online harass-
ment thus may not suffer from either malady. Moreover, in rejecting a cyber
civil rights agenda, society would concomitantly fail to correct the harm that
cyber gender harassment causes and rather send the unacceptable message
that society tolerates such abuse. That cannot stand.

As the media publicizes pending lawsuits and prosecutions and as tar-
geted individuals draw attention to the issue, policymakers, courts, and
activists will spend more time on this serious social problem. This will per-
mit an assessment of the legitimacy of current remedies and encourage the
evolution of new legal theories and legislation to tackle it more precisely. A
cyber civil rights agenda is made up of effective, yet imperfect legal solu-
tions. They send the right message but they could be improved on to target
cyber gender harassment more effectively. An antidiscrimination message
ought to play an indispensable role in eradicating cyber gender harassment,
both now and in the future.
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CONCLUSION

The notion that cyber harassment is trivial is both widespread and dam-
aging. Because so many refuse to recognize cyber harassment as harmful,
women suffer in silence, often sacrificing their female identities and their
online lives. A cyber civil rights agenda would change this by recognizing
and naming cyber harassment as gender discrimination. By changing the
social meaning of online harassment and recharacterizing it as a civil rights
violation, we may be able to transform online behavior in a manner that
permits women to claim the internet as equally their own.
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