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that their deposits did not trigger an escrow release.'® These depositors
would only make a short-term deposit to find out (by the immediate release)
if another deposit was already outstanding against a particular professor. On
the other hand, the requirement that escrows be nonrescindable might
dampen the initial deposit rate more than the rescission option depresses the
amount of deposits for potential match. In the absence of persuasive evi-
dence on this issue, we have a slight preference for making deposits
nonrescindable for a period of one or two years. Temporary nonrescindabil-
ity makes clear to victims at the time of deposit that they cannot simply
place a temporary deposit to test whether someone else has claimed against
a particular professor. Depositors must be serious in making an escrow de-
posit because they will not be able to immediately change their minds about
the fact of the matter at a later time.'”” Depositors should be exposed to
some negative scrutiny if they make a deposit that investigators later judge
to be fallacious.

Tailoring Interim Disclosures. Finally, the escrow contract should clear-
ly delineate the uses, if any, that might be made of deposit information while
the complaint remains unmatched. For example, it would be possible for the
escrow agent to inform the accused that an escrowed allegation had been
levied against him without revealing the name of the accuser making the
deposit. The goal of such interim disclosure would be to potentially deter
the accuser from harassing other students because the accused would be on
notice of a potential future investigation. An additional benefit would be that
such a warning might induce an innocent defendant to submit a defense es-
crow report, should he be concerned that a particular disgruntled student
might have submitted a false claim. However, the downside behind such
interim disclosure to the accused is that it might trigger accuser retaliation
against harassment victims.'® Accordingly, we propose a regime where in-
terim anonymous reports to the accused are not made, and indeed in which
deposits are treated as if they are in a black box until matching. However,
this treatment might merely be a default that individual depositors could
contract around if they were comfortable in interim notice being made, such
as when a student depositor limits her complaint to inappropriate professori-
al conduct in a large, lecture-based class. In that case, the complainant may
be unwilling to make her allegations public in a go-it-alone fashion, but she
may also feel confident that the accused will be unable to identify her after
learning that a student in the lecture has submitted an escrowed complaint.

106. There may be a first-mover disadvantage to making deposits to an escrow. The
rescission option makes it potentially too easy for depositors who come to learn that they were
the first to make an allegation deposit against a particular person to withdraw that deposit.

107. It would also be possible to construct a mechanism where deposits would become
void if unmatched after a certain number of years—possibly tied to the relevant statute of
limitations.

108. If interim disclosures to the harasser were made, it would be useful to only disclose
with some randomized lag time so that the accused might have a harder time identifying who
was making the allegation. But even with randomized lag times, harassers might be able to
infer that a complaint was made by the student who was most recently harassed.
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As we discuss in greater detail below, interim reports of varying granu-
larity might also be revealed to the public or the university to further other
interests besides specific deterrence of the individual harasser. We favor dis-
closing to the public aggregate information on the number of allegation
escrows that have been deposited with respect to employers with a suffi-
ciently substantial number of employees (combined with information on the
number of deposits released from escrow). By letting victims know that oth-
er people have been making use of the escrow mechanism, disclosure can
raise the salience of the mechanism, and perhaps lead to limited general
deterrence by maintaining a visible enforcement presence on campus. It
might even be possible to disclose the number of deposits for subgroups of
workers (for example, for different schools within a university). The factors
limiting the degree of granularity should be whether a harasser is likely to
infer that a complaint has been deposited against him, and whether any
member of the university is likely to infer who is submitting complaints.
The total number of Yale University deposits increasing by one deposit tells
a particular professor very little. But the total number of Yale Law School
deposits increasing by one deposit might tell a harassing law professor
(shortly after an episode of harassment) that he has been accused.'”

In thinking about interim reporting, we should distinguish between indi-
vidual malfeasance and institutional malfunction. Besides deterring individual
acts of harassment, the escrows might be designed with an eye toward alerting
human resource administrators about a more systemic problem. Instead of
designing an escrow system to solely respond to the problem of repeated har-
assment by particular professors, it might also be possible to design a system
to respond to more pervasively hostile educational or employment environ-
ments. For example, imagine that the escrow agent learns that seven
harassment deposits have been received accusing different professors in the
math department. Even if the individual deposits are not sufficient to sanction
any of the individual professors, good-faith administrators might, if informed
of the separate allegations, have sufficient evidence to take other kinds of ac-
tion to mitigate a hostile atmosphere in the department.''? Escrow designers
should contemplate whether there could be different release triggers and po-
tentially different triggers for different types of proceedings or uses.'!! Thus,

109. For this reason, we also support regular and scheduled periods of aggregate report-
ing, such as twice per semester, so harassers are less likely to know specifically when
complained-of conduct occurred. Similarly, we also support centralized reporting of such
aggregate data, so the accused cannot be identified on the basis of their supervisor reporting
incidents of harassment.

110. For example, administrators may employ sensitivity training to prevent sexual har-
assment. Kenneth M. York, Lizabeth A. Barclay & Amy B. Zajack, Preventing Sexual
Harassment: The Effect of Multiple Training Methods, 10 Emp. REsps. & RTs. 1. 277 (1997).

111. The Internal Revenue Service, for example, has successfully completed detailed
audits of taxpayers with the understanding that the audits would only be used to assess the
system levels of tax underpayment and not used to sanction those audited for any discovered
underpayment of taxes. See Ian Ayres & Barry Nalebuff, Why Not? Winning the Audit Lottery,
Forses, Nov. 30, 2009, at 116. While we would argue strenuously against removing sanctions
of the accused as a way of extracting aggregate or nontraditional data from escrowed
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while the escrow agent might not publicly report department-specific escrow
amounts, it might be useful to reveal these counts to administrators for de-
partments that display an inordinate number of deposits. It would be possible
for the escrow agent to go beyond these more granular department-specific
counts and reveal to the administration the allegations themselves. Indeed, the
escrow mechanism might even include a second trigger specifying release if a
certain number of deposits were received relating to a department during a
particular period of time. Thus, a victim depositing an allegation against a
math professor might know that the allegation will be made public if either (1)
another allegation deposit is received relating to the same professor, or (2)
three other allegation deposits are received relating to harassment in the math
department during any three-year period. This second trigger would be better
tailored to investigate and root out more pervasive atmospheres of harassment
or discrimination. And as before, depositors could rest assured that they were
not alone in making their allegation in the sense that the second trigger would
only be met if four relatively contemporaneous claims of department harass-
ment were being made. We tentatively conclude against secondary triggers
that complicate both agents’ matching process and the explanation that must
be made to potential depositors.

This brief discussion of triggers and interim reporting only scratches the
surface of the manifold possibilities of escrow design. While allegation es-
crows initially seem as though they might be designed by a simple act of
deposit and a subsequent release if prespecified conditions are met, we have
shown that there are literally dozens of permutations on this basic design, as
well as critical issues of judgment and context-specific tailoring. In the re-
mainder of this Part, we explore in greater detail some of the more practical
issues in designing and launching an information escrow mechanism.

2. Managing Salience

Allegation escrow systems depend on sufficient user participation in
order to fulfill the objective of lowering first-actor barriers to action and
assisting communication. Perhaps the worst outcome for an allegation es-
crow system would be having all or nearly all submissions orphaned, as
any complaints that would otherwise have been submitted directly would
represent a net loss in the number of official allegations submitted by sex-
ual harassment victims.!'? Maximizing the number of users''®is thus

complaints, we can imagine that many schools could find analogous ways of utilizing the
information in escrowed complaints even before they were matched. Assuming sufficient
complainant protections could be assured, such early uses of the complaints should serve
current and future harassment victims, as well as the sponsoring institutions.

112, We consider such a negative net effect to be unlikely, even if few submissions are
successfully matched. As with all areas of research on the underreporting of sexual harass-
ment, however, there is no way to be entirely certain in such predictions, and as a result we
cannot discount the possibility entirely.

113.  To be more precise, developers should seek to maximize the number of escrowed
submissions from those harassment victims who would otherwise not submit go-it-alone com-
plaints.
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critical to minimizing the likelihood of an overall negative impact and max-
imizing the social and user utility of information escrows.

Attracting submissions from complainants who would otherwise have
remained silent presents two primary obstacles: exposure and user-perceived
inertia. The success of an allegation escrow depends on a sufficient number
of harassment victims being aware of the system and how to use it. Similar-
ly, it is critical to publicize effectively the confidentiality and other benefits
of escrows to potential victims. However, escrow developers may also need
to overcome a lack of faith in the system. Many complainants might consid-
er the hassle and emotional strain of submitting an escrowed allegation
worthwhile only if there is a reasonable probability that other victims will
participate. Users who perceive the escrow to be untried or unpopular may
thus neglect to submit an allegation for fear that the system will not generate
matches when appropriate. This inertia problem is self-perpetuating. To
combat this risk, allegation escrow developers should address the marketing
aspect of introducing the new system, as well as the problem of user-
confidence inertia.

In our view, the first iterations of allegation escrows should follow the
mode! established by the popular social networking site Facebook. Face-
book’s successful rollout strategy began by limiting the site to individual
college campuses.!!* The site was originally located at Harvard University
where it was an immediate local sensation.'”® It then moved to other Ivy
League schools before being introduced at all U.S. and some non-U.S. uni-
versities.!!S By the time Facebook was introduced to the general public, its
popularity and reputation were well established.!!” Following that pattern of
success, allegation escrow systems should begin by targeting well-known
universities, such as Yale, that are already publicly addressing Title 1X, har-
assment reporting, and other gender-based issues. Having (hopefully) gained
some public attention as a result, the allegation escrow system should then
be introduced to other universities and educational communities. Finally, if
the escrow systems are well received and their utility demonstrated, they
should be expanded to groups, communities, and sectors beyond education.

The purpose of a narrowly targeted rollout model is not to achieve or
even aspire to the wild popularity of websites like Facebook and GMail, but
rather is to take advantage of the built-in benefits that accompany locally
tailored site introductions. Targeting universities for the first wave of allega-
tion escrows reduces the likelihood and severity of institutional resistance.
As we mention above, many universities are already revamping their

114. Sarah Phillips, A Brief History of Facebook, GUARDIAN, Jul. 24, 2007, http:/
www.guardian.co.uk/technology/2007/jul/25/media.newmedia.

115. Seeid.
116. Id.
117. Seeid.
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harassment reporting processes or could benefit from doing so.'!® Large-
scale employers, on the other hand, have several legal and practical reasons
to resist allegation escrows for as long as possible. More importantly, target-
ing schools likely to respond positively to allegation escrows mitigates both
marketing and inertia concerns. A closed universe of potential complainants
and targets makes it easier to inform potential participants about the new
escrow system and its benefits. Similarly, a limited population of partici-
pants and targets would reassure complainants that any potentially matching
targets are almost certainly aware of the escrow system. Finally, beginning
at schools that are already addressing Title IX, harassment reporting, and
other gender-based issues fosters the recognition, enthusiasm, and energy
that can lead to widespread use of allegation escrows.

3. The Matching Algorithm

Design of an algorithm to determine when two deposits match is an es-
sential part of escrow design. For example, while the foregoing examples
concern matching of escrow deposits based on the identity of the individual
harassers, one might instead design the escrow to allow matching on the
basis of group identity, such as conduct by an entire department. Allowing
group-based matching complicates any allegation escrow mechanism, but
may be necessary to establish patterns of conduct for a proper investigation.
However, group-based matching may require an increased level of participa-
tion by an escrow system agent, thereby introducing labor costs and the
possibility of human error. Escrow developers would also have to decide
whether to infer a group complaint from an individual complaint. For exam-
ple, six complaints each identifying a different faculty member in the math
department could be forwarded as an anonymous group-based complaint.
Finally, group-based matching would also probably require a separate and
difficult-to-define triggering threshold for forwarding to officials and author-
ities.'!*

Perhaps the most difficult challenge for the escrow agent reviewing
matched allegations is ensuring that the allegations are similar enough to
warrant forwarding. In the university context, for example, an allegation of a
faculty member requesting sexual favors on the threat of grade retaliation is
fundamentally different from a complaint that describes the same faculty
member’s pattern of making inappropriate jokes in lecture. Both complaints

118.  Yale University is currently revamping its sexual harassment—reporting processes in
response to recent complaints from students and Title IX investigators. As a result, Yale and
similarly situated schools might be prime candidates for early rollout locations.

119. This difficulty results from differing group characteristics: should the large history
department be subject to the same threshold as the tiny classics department? Should sports
teams and student organizations be subject to a threshold applied to faculty? While selecting a
blanket group-threshold would be difficult and perhaps ultimately unfair, so too would pre-
defining an appropriate threshold for all possible groups. Group matching might, however, be
a realistic goal for subsequent iterations of allegation escrow systems that can benefit from
early experiences at a given institution.
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are entirely valid and legitimate, but describe behavior of vastly different
severity. Many escrow systems may treat the two claims as different enough
that they fail to trigger a forwarded match, for fear that the complainant al-
leging the more serious conduct would essentially be placed in a position
very similar to the one she avoided by refusing to submit a go-it-alone com-
plaint.'” The difficulty in making this judgment is determining where to
draw the line between matched allegations that are similar enough to trigger
official reporting and those that are not. Inevitably, many of the matched
allegations will present close calls, significantly complicating the review
process.'?!

The consequences of delaying matched allegations are potentially signif-
icant. At minimum, a screener’s choice to treat two matched allegations as
fundamentally different increases the risk that both allegations will be func-
tionally orphaned. In addition, because this dilemma implies that one of the
complaints alleges serious harassment, even a short delay in forwarding
matched allegations exposes the complainants and others to the risk of con-
tinued harm. On the other hand, the screener must assume that but for the
option of waiting for a sufficient match, the complainant would have chosen
to remain silent. To the extent that officially submitting two vastly different
claims effectively forces the users to go it alone, forwarding poorly matched
allegations subverts the aims of the allegation escrow system and directly
harms complainants. Ultimately, the screener should decide whether to err
on the side of over- or underreporting matched allegations, and then accept
that some controversial or regrettable decisions are inevitable.'?

III. APPLICATIONS

Information escrows have a broad range of potential applications in ad-
dition to our central example of sexual harassment complaints. In this Part,
we will rely on the theoretical foundation developed in Part II to explore
whether the prerequisites for useful application of the escrow tool exist. The
goal of this Part then is to identify new potential applications and to assess
whether an escrow is likely to be on net socially beneficial.

120.  Of course, some escrow system developers might forward any matched, good-faith
allegations. Such a decision would simplify the review process significantly and lower the risk
of unnecessarily orphaned claims. At worst, however, it could also lead to go-it-alone style
harms for some users, thus negating the purpose of the system as a whole. A pattern of such
harms might ultimately also have a chilling effect on submissions.

121. Of particular relevance in this decisionmaking process would be the screener’s
guess as to the preferences of the complainant submitting the more serious allegation.

122.  As with information security here too, independence from the sponsoring institution
and its liability-generating responsibilities becomes important.
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A. Applications for Allegation Escrows
1. Sexual Harassment, Date Rape, and Other Sexual Assaults

It is common in high-profile incidents of sexual harassment to have oth-
er victims step forward with similar accusations. Perhaps the most currently
salient and disturbing is the story of Jerry Sandusky, who was a popular de-
fensive coordinator for the Pennsylvania State University football team.
After Sandusky’s arrest in early November 2011 on charges of child moles-
tation, ten additional victims came forward and alleged similar abuse.!? The
tremendous damage that the university suffered as a result of the sheer num-
ber of accusations, to say nothing of the harm to the children, highlights
both why schools might feel pressure to uncover as many claims of abuse as
possible, and why they might benefit from the use of allegation escrow sys-
tems in that effort.

Stories of high-profile follow-on complaints are also common in nation-
al and global politics. Shortly after Nafissatou Diallo’s accusation led to
Dominique Strauss-Kahn being charged with sexual assault,'?* Tristane
Banon, a French journalist, publicly accused Strauss-Kahn of attempted
rape.'” We saw this same pattern when Bill Clinton was accused of multiple
instances of sexual misconduct throughout the 1990s in the wake of the Pau-
la Jones sexual harassment lawsuit.'?®

123.  See Mark Viera & Jo Becker, Ex-Coach Denies Charges Amid New Accusations,
N.Y. TiMEs, Nov. 15, 2011, at B13, http://www.nytimes.com/2011/11/15/sports/ncaafootball/
jack-raykovitz-chief-of-second-mile-resigns-amid-penn-state-scandal.html. If true, the charges
against Sandusky suggest that he repeatedly and severely sexually abused young boys in his
care. Beyond the indescribable tragedy of the harm done to the children, the scandal surround-
ing Sandusky’s arrest has already had a profound impact on Penn State as an institution. See
id.

124. See Al Baker & Steven Erlanger, .M.F. Chief, Apprehended at Airport, Is Accused
of Sexual Arack, N.Y. TiMES, May 14, 2011, at Al, http://www.nytimes.com/2011/05/15/
nyregion/imf-head-is-arrested-and-accused-of-sexual-attack.html.

125. See Maia de la Baume, A Writer Frees Herself by Speaking Out, N.Y. TIMES, July
23, 2011, at A6, http://www.nytimes.com/2011/07/23/world/europe/23banon.html. Neither
case was successful, as U.S. prosecutors eventually dropped all charges against Strauss-Kahn
and French prosecutors declined to pursue criminal charges as well. See Steven Erlanger &
Maia de la Baume, Strauss-Kahn Is Not Charged in French Case, N.Y. TiMES, Oct. 14, 2011,
at Al, http://www.nytimes.com/2011/10/14/world/europe/dominique-strauss-kahn-cleared-of-
attempted-rape-of-tristane-banon.html. John Eligon, Strauss-Kahn Drama Ends with Short
Final Scene, N.Y. TiMEs, Aug. 24, 2011, at Al, http://www.nytimes.com/2011/08/24/
nyregion/charges-against-strauss-kahn-dismissed.html.

126.  See Francis X. Clines, Testing of a President: The Accuser; Jones Lawyers Issue
Files Alleging Clinton Pattern of Harassment of Women, N.Y. TiMEs, Mar. 14, 1998, at Al,
http://www.nytimes.com/1998/03/14/us/testing-president-accuser-jones-lawyers-issue-files-
alleging-clinton-pattern.html (reporting attempt “to portray Mr. Clinton as repeatedly
engaging in sexual harassment of female underlings from his executive positions in gov-
ernment,” including testimony from Kathleen Willey); Francis X. Clines & Jeff Gerth, The
President Under Fire: The Overview; Subpoenas Sent as Clinton Denies Reports
of an Affair with Aide at White House, N.Y. Times, Jan. 22, 1998, at Al,
http://www.nytimes.com/1998/01/22/us/president-under-fire-overview-subpoenas-sent-clinton-
denies-reports-affair-with.html (reporting the Monica Lewinsky scandal); Woman Says Clinton
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Beyond these high-profile cases, however, empirical studies on sexuval
harassment support the idea that information escrow systems can add value
to current reporting systems. Escrow systems are of course useful only in-
asmuch as a perpetrator is likely to harass multiple victims. An early study
on sexual harassment in the federal government found that “many women
and men reported that their harasser had also bothered others at work.”'” A
more recent statistical study based on labor arbitration decisions summa-
rized the number of victims per perpetrator:'28

DESCRIPTIVE STATISTICS AND CORRELATIONS

Variables M|SDiN|1|2|3|[4|5|6|7]38

1. Numberof |2.32(2.12] 92
targets

8. Numberof [4.77[3.58]| 92 [ .321.09|.18|.30| .42 .38 | .55
incidents

Data from Margaret A. Lucero et al, An Empincal | igation of Sexual H: Toward a Perpe-
trator Typology, 56 Hum. Rel. 1461, 1470 (2003).

This data indicates that perpetrators of sexual harassment typically harass
multiple victims, comporting with research that has found a recidivism rate
for general sex offenders of 61.1 percent.'”

Nonetheless, there are significant barriers to reporting sexual harass-
ment, thus making it difficult to assess the extent of the problem. Studies
seeking to measure the incidence and prevalence of sexual harassment tend
to rely on surveys that, while useful, are subject to selective response, lack
of response, and other methodological issues.'® A leading direct survey
suggests that the prevalence of sexual harassment on postsecondary campuses
remains shockingly high.'*! Of those students surveyed, 62% indicated that
they had been sexually harassed in some way.'*? Even more alarming, in a
phone survey, 2.8% of the college women respondents indicated that they had

Made Advance in ‘91, N.Y. TiMES, Feb. 12, 1994, at AS8, http://www.nytimes.com/
1994/02/12/us/woman-says-clinton-made-advance-in-91.htm! (reporting the Paula Jones sexu-
al harassment lawsuit).

127. U.S. MERIT Sys. PROT. BD., SEXUAL HARASSMENT IN THE FEDERAL WORKPLACE:
Is IT A PrOBLEM? 25 (1981), available at http://www.mspb.gov/netsearch/viewdocs.aspx?
docnumber=240744& version=241014&application=ACROBAT.

128. Margaret A. Lucero et al., An Empirical Investigation of Sexual Harassers: Toward
a Perpetrator Typology, 56 HuM. REL. 1461, 1470 (2003).

129. Ron Langevin et al., Lifetime Sex Offender Recidivism: A 25-Year Follow-Up Study,
46 CANADIAN J. CRIMINOLOGY & CRIM. JusT. 531, 545 (2004).

130. For a discussion of the concerns associated with direct surveys asking questions
about sensitive topics, see ARDIT CHAUDHURI & RAHUL MUKERIEE, RANDOMIZED RESPONSE:
THEORY AND TECHNIQUES 2-24 (1988). We also imagine that the data available from surveys
seeking to identify perpetrators of sexual harassment on college campuses is particularly vul-
nerable to such concerns.

131.  See AAUW REPORT, supra note 1.

132. Id at 15 fig.2.
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experienced either an attempted or a completed rape'* in the previous 6.91
months.>* A follow-up study further found that just 4% of rape victims in-
form a college official, while only 2.1% of victims report incidents to
police.!* Finally, a 2007 study found that college rape victims are more
likely than victims of other types of crime to be repeat victims.!* Such re-
peat victimization may contribute to a high rate of underreporting,
particularly when measured on an incident-by-incident basis.

There is reason to be skeptical of the conclusions in both of these stud-
ies, since the very factors that make underreporting a problem may also lead
to unreliable responses to a direct survey. Studies focusing on existing re-
ports are clearly insufficient, and surveys are both highly sensitive to design
issues and notoriously inaccurate.'®” School administrators and policymak-
ers do not need to know the full and precise extent of sexual harassment on
campus, however, to recognize that both harassment and underreporting are
serious problems. Because the likelihood that matched reporting will aug-
ment total reports increases as the prevalence and underreporting!*® of
harassment rise, the data above suggest that colleges and universities are
good candidates for allegation escrow systems.

Studies addressing sexual harassment among working adults indicate
that the prevalence of sexual harassment in the workplace is equally alarm-
ing. Some studies suggest that perhaps as many as 50 percent of women in
the workplace have experienced some type of sexual harassment and that
harassment targets tend to be repeat victims.!* Female employees also often
decline to apply the “harassment” label to incidents that otherwise meet all
definitions of sexual harassment, perhaps in an effort to improve their work-
ing environments by ignoring inappropriate conduct, or because they are
reluctant to acknowledge that the incidents have upset them.'® As with edu-

133.  Under Title IX, rape and sexual assault are considered serious, violent forms of
sexual harassment.

134. BONNIE S. FiSHER, FRaNCIS T. CULLEN & MICHAEL G. TURNER, U.S. DEP’T OF
JusTice, NCJ 182369, THE SEXUAL VICTIMIZATION oF COLLEGE WOMEN 10 (2000).

135. Fisher et al., supra note 55, at 24,

136. CHRISTOPHER P. KREBS, CHRISTINE H. LINDQUIST, TARA D. WARNER, BONNIE S.
FISHER & SANDRA L. MARTIN, U.S. DEP'T OF JUSTICE, THE CAMPUS SEXUAL ASSAULT (CSA)
STUDY 2-5 to -6 (2007), available at http://www.ncjrs.gov/pdffiles1/nij/grants/221153.pdf.

137.  For a discussion of surveys and studies measuring the prevalence of rape, see BON-
NIE S. FISHER, MEASURING RAPE AGAINST WOMEN: THE SIGNIFICANCE OF SURVEY
QUESTIONS (2004), available at https://www.ncjrs.gov/pdffiles1/nij/199705.pdf.

138. Or, more accurately, the likelihood that information escrow systems will support
reporting increases as the rate of underreporting that would be reported via allegation escrow
systems rises.

139. Kimberly T. Schneider, Suzanne Swan & Louise F. Fitzgerald, Job-Related and
Psychological Effects of Sexual Harassment in the Workplace: Empirical Evidence from Two
Organizations, 82 J. ApPLIED PsycHoOL. 401, 402 (1997).

140. E.g., Beth A. Quinn, The Paradox of Complaining: Law, Humor, and Harassment in
the Everyday Work World, 25 Law & Soc. INQUIRY 1151, 1151, 1167, 1181 (2000). However,
because the experience of sexually harassing behavior is formed in large part by the reactions
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cational settings, data indicating a high prevalence of sexual harassment in
the workplace suggest that workplace harassment reporting may be a partic-
ularly promising application for information escrow systems.

2. Whistle-blowing and Allegations of Nonsexual Wrongdoing

Beyond our principal examples of sexual harassment reporting in uni-
versities and workplaces, properly tailored allegation escrow systems have
the potential to significantly and positively impact information sharing not
only with regard to other types of harassment and discrimination, but also
with regard to a wide variety of other types of misconduct. The allegation
escrow tool could be deployed to ameliorate potential first-mover claiming
disadvantages regarding whistle-blowing. The antiretaliation protections
afforded to whistle-blowers'#! are not always sufficient to allay a potential
whistle-blower’s concerns that she will be subjected to serious social and
economic consequences if she reports. For example, the Los Angeles Police
Department (“LAPD”) formerly had a practice of assigning reporting offic-
ers to “freeway therapy,” whereby the offending reporters would encounter
punitive transfer far from their homes and colleagues, thereby also signifi-
cantly extending their commutes.!*? Unofficial retaliation need not be so
blatant to effectively deter reports of wrongdoing. Whistle-blowers often
worry that they will be labeled “troublemakers,” passed over for promotion
when more than one equally qualified candidate exists, and suffer social
consequences in the workplace.!*3> Matched reports of wrongdoing in the
workplace would benefit from the credibility enhancing and group-safety
functions of allegation escrows. While an escrow would probably not

of the recipient, it is exceedingly difficult, if not impossible, to identify which of those women
who resist the term “harassment” do so for which reasons.

141. E.g., 15 U.S.C. § 2087 (2006) (protecting employees from retaliation for reporting
violations of safety rules under jurisdiction of Consumer Product Safety Commission); 18
US.C. § I514A (2006) (establishing broad protections for whistle-blowers complaining of
fraud or violations of securities laws); 29 U.S.C. § 660(c) (2006) (prohibiting retaliation
against employees who complain or testify about violations of the Occupational Safety and
Health Act). See generally Employment Law Guide: Whistleblower and Retaliation Protec-
tions, U.S. DEP'T OF LABOR, http://www.dol.gov/compliance/guide/whistle.htm (last visited
Oct. 2, 2011).

142.  One veteran LAPD officer claimed in 2008 that he’d been demoted and subjected
to freeway therapy for defending a female colleague after she was harassed and discrimi-
nated against on the basis of her gender. In a lawsuit about the retaliation, he described
being removed from his K-9 unit and assigned to a division that was a four-hour commute
from his home. A Los Angeles jury awarded him $3.6 million in damages, and he agreed to
collect $2.5 million from the city in return for the city’s agreement to forgo appeals.
Victoria Kim, Jury Awards Damages to Officer, L.A. TiMes, Nov. 13, 2008, at BI,
http://articles.latimes.com/2008/nov/15/10cal/me-lapd13.

143.  See generally Janet P. Near & Marcia P. Miceli, Retaliation Against Whistle Blow-
ers: Predictors and Effects, 71 J. APPLIED PsycHoL. 13745 (1986) (discussing relationship
between whistle-blowing and retaliation); Marcia A. Parmerlee, Janet P. Near & Tamila C.
Jensen, Correlates of Whistle-Blowers’ Perceptions of Organizational Retaliation, 27 ADMIN.
Sci. Q. 17 (1982) (exploring organizational responses to whistle-blowing and identifying
factors that increase likelihood of retaliation).
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eliminate unofficial retribution, it would make egregious patterns easier to
prevent, identify, and prove.

Moreover, directed allegation escrow systems could benefit users any-
time there is reason to establish a credible record of repeated conduct before
making a public complaint. For example, individual citizen oversight of
complaints of police or other government misconduct may fail to attract
attention in the absence of strong community support. What’s more, state
authorities have been criticized for making little more than perfunctory in-
vestigations of citizen complaints unless and until a pattern of misconduct
has been established.'* Establishing such a pattern presents a problem to
complainants, however, since allegations lodged after an initial go-it-alone
complaint can be accused of copycatting. Escrow systems that allow com-
munities or groups to collect a set of complaints before making them public
might thus help to both establish a pattern of wrongdoing and support the
credibility of the individual complaints.

Allegation escrows could also ameliorate first-mover disadvantages
when bringing private qui tam actions. Under the False Claims Act, a private
party may bring a civil action in the name of the United States against a de-
fendant for defrauding the government.'*> To encourage such private suits,
the Act establishes an award of up to 30 percent of the proceeds of the ac-
tion, depending on whether the Department of Justice subsequently
intervenes in the case.'* Moreover, the Act expressly limits this right to the
first person to bring the claim.!*’ Similarly, the Dodd-Frank Act established
a whistle-blower program awarding 10 to 30 percent of the proceeds ob-
tained from original information leading to the successful enforcement of
securities laws.™® Thus at first glance, these Acts seem to establish a
first-mover advantage. However, a complainant might worry that she lacks
sufficient proof to prevail alone, and may wish to proceed only with other
plaintiffs. This is a particularly poignant concern because despite statutory
antiretaliation protections,!*’ case law has recognized the right of qui tam
defendants to bring counterclaims against whistle-blowers.'*® A potential qui

144.  See, e.g., Christine Hauser, Embattled Chief Leaves Police Review Board, N.Y.
TiMES, Apr. 2, 2009, at A24, The New York City Civilian Complaint Review Board has a man-
date to investigate every complaint received and refers the complaint to the New York Police
Department if found to be substantiated. See N.Y.C. CiviLIAN COMPLAINT REVIEW BD., Fre-
quently Asked Questions, hutp://www.nyc.gov/html/cerb/html/fag.html (last visited Oct. 2,
2011).

145. 31 U.S.C. § 3730(b) (2006).

146. Id. § 3730(d).

147.  Id. § 3730(b)(5).

148. 15 U.S.C.A. § 78u-6 (West Supp. 2012).

149.  Id. § 78u-6(h)(1); 31 U.S.C. § 3730(h).

150. E.g., United States ex rel. Mikes v. Straus, 931 E Supp. 248, 263 (S.D.N.Y. 1996)
(“[T]he modern trend does not support a ban on compulsory counterclaims which are based on
damages which are ‘independent’ of the qui tam claim.” (citing United States ex rel. Madden
v. Gen. Dynamics Corp., 4 E3d 827 (9th Cir. 1993))); Burch ex rel. United States v. Piqua
Eng’g, Inc., 145 ER.D. 452, 455-57 (S.D. Ohio 1992) (compulsory counterclaims must be



November 2012] Information Escrows 193

tam plaintiff might justifiably worry that she could be exposed to substantial
liability were she not to prevail. Allegation escrows thus provide “safety in
numbers.”

While whistle-blowers are often insiders employed by an entity engaged
in wrongful conduct, the example of adverse drug events (“ADE”s) shows
that escrows might encourage reports of different kinds of information by
corporate outsiders. Pharmaceutical manufacturers are required to report
adverse reactions reasonably related to the use of a drug.'>! But patients and
physicians are often reluctant to submit voluntary ADE reports because they
lack incentive to report and fear negative repercussions or embarrassment if
prescription error or patient noncompliance is blamed.'”? An allegation es-
crow could lead to greater reporting of ADEs by reducing the risk of
embarrassment or negative consequences from direct communication.
Moreover, an allegation escrow system could also take into account individ-
ual reports of the severity and types of reactions, addressing the concern that
current reporting leads to little continuity of care when physicians assess the
severity of reactions.'>> Nonetheless, ADE escrows would require a signifi-
cantly higher threshold to trigger the release of allegations, perhaps a level
similar to the 10,000 ADEs submitted to the FDA when physicians began to
publicize concerns with the controversial diabetes medicine Avandia.'>* Fi-
nally, because ADE submissions are controlled by the Health Insurance

permitted for due process reasons despite the seemingly contradictory intent of the False
Claims Act).

151.  See MedWaich: The FDA Safety Information and Adverse Event Reporting Pro-
gram, U.S. Foop & DRrUG ADMIN., http://www.fda.gov/Safety/MedWatch/default.htm (last
visited Oct. 3, 2011); EudraVigiliance, EUR. MEDs. AGENCY, http://www.ema.europa.eu/
ema/index.jsp?curl=pages/regulation/document_listing/document_listing_000239 jsp&murl=
menus/regulations/regulations.jsp&mid=WCO0b01ac05800250b5 (last visited Oct. 3, 2011). In
December 2010, the European Parliament and European Council adopted a regulation and
directive updating the adverse drug reaction reporting system in the European Union. The new
legislation went into effect in July 2012 and will change the way that both pharmaceutical
manufacturers and physicians report adverse reactions. The basic system will remain volun-
tary for physicians, and thus should still be considered “passive oversight”” Both Regulation
(EU) No. 1235/2010 and Directive 2010/84/EU are available at 20/0 Pharmacovigilance
Legislation, EUR. MEDS. AGENCY, http://www.ema.europa.eu/ema/index.jsp?curl=pages/
regulation/general/general_content_000492.jsp&mid=WC0b01ac058033e8ad  (last visited
May 6, 2012).

152. Patient noncompliance, both intentional and unintentional, is exceedingly common
and is also responsible for a nontrivial proportion of ADEs. Prescription error is much less
common but by no means unheard of. Drugs with similar sounding names, for example, can
lead to prescription errors. See U.S. GEN. ACCOUNTING OFFICE, ADVERSE DRUG EFFECTS,
GAO/HEHS-00-21 at 6-8 (2000), available at http://www.gao.gov/new.items/he00021.pdf.

153.  For more on the disparity of judgments among physicians, see Jeffrey A. Linder et
al., Secondary Use of Electronic Health Record Data: Spontaneous Triggered Adverse Drug
Event Reporting, 19 PHARMACOEPIDEMIOLOGY & DRUG SAFETY 1211 (2010).

154, Based on a search of FDAble.com, a private, for-profit website that makes the
FDA’s ADE database publicly available. See Search MedWatch Drug Adverse Events (AERS),
FDABLE, http://www.fdable.com/advanced_aers_query (last searched Aug. 28, 2011).
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Portability and Accountability Act of 1996 (“HIPAA™),!> patients would
benefit from legal protections against the use of their medical information
outside of the safety-review context, but the potentially serious consequenc-
es of an accidental or bad-faith breach of confidentiality significantly
increases the importance of information security measures.'*¢ Nonetheless,
given the current underreporting of ADEs, an ADE escrow may ultimately
prove worthwhile.

In some settings, insider or outsider whistle-blowers might prefer to cre-
ate informant escrows, which prespecify conditions of release of allegations
to newspapers or other media outlets to ensure further protection against
retaliation.'”” When government or corporate actors are unwilling or are per-
ceived to be unwilling to take appropriate action, whistle-blowers may
prefer to spark a public debate by prompting news coverage of some contro-
versial set of facts. Informant escrows can analogously allay the retaliation
fears of potential sources by adding to a reporter’s anonymity the assurance
that the reporter has multiple sources.

3. Suspicion Escrows

Allegation escrows might also be useful where individuals suspect mis-
conduct on the part of another. For example, mutual friends of a married
couple might be aware of one spouse’s unfaithfulness, but hesitate to tell the
other spouse for fear of having mistakenly construed the situation. This type
of situation demonstrates the problem of wrongdoing uncertainty discussed
above.!*® An allegation escrow would permit friends to report a suspicion of
adultery that would only be forwarded if a triggering number of other suspi-
cion reports were received. Setting the appropriate threshold for forwarding
such suspicion reports would seem to present a challenge, but an average of
users’ estimates of the number of other individuals aware of the misconduct
might be the best approach. Moreover, suspicion escrows might benefit from
optional reporting anonymity to encourage friends to share their suspicions
without the risk of endangering their relationships with either spouse.

In designing suspicion escrows, it is important to keep in mind that the
intended beneficiary may not wish to receive the information. Some spouses
may prefer ignorance to unproven allegations of adultery. As discussed

155. For more information on HIPAA and its scope, see The Health Insurance Portabil-
ity and Accountability Act of 1996 (HIPAA) Privacy and Security Rules, U.S. DEP'T OF
HEeALTH & HuM. SERvs., http://www.hhs.gov/ocr/privacy/ (last visited Oct. 3, 2011).

156. See generally MedWatch Online Voluntary Reporting Form, U.S. FooD & DRUG
ADMIN., https://www.accessdata.fda.gov/scripts/medwatch/medwatch-online.htm (last visited
Oct. 3, 2011). Despite the fairly strict HIPAA requirements governing the release of patient
information, drug manufacturers are still required to submit some types of ADE reports, and
encouraged to submit as many as possible. See id.

157. However, releasing reports to media outlets might expose the escrow service to
defamation liability for abuse of the qualified privilege. See supra note 99 (discussing defama-
tion and privilege).

158. See supra text accompanying notes 54—56.
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above, suspicion escrows could be designed with either a presumption of
victim interest or disinterest—allowing the victim spouses to “opt-in” or
“opt-out” of receiving suspicion reports. To preserve the victim spouse’s
interest in not knowing, we favor suspicion escrows that presume disinterest
and accordingly require victims to affirmatively opt in to receiving escrow
disclosures. As such, suspicion escrows combine aspects of both allegation
and shared-interest approaches. A related approach might notify users that
the threshold number of reports has been reached, thereby enabling any user
to notify the beneficiary that she may wish to opt in and learn of the suspi-
cion. Finally, as the example of Iago teaches,'* the harm resulting from
collusive or bad-faith suspicions could be substantial: a spouse may be una-
ble to repair the damage to the relationship. As with shared-interest escrows,
an opt-in approach can minimize this harm by ensuring that spouses volun-
tarily expose themselves to suspicion information with full knowledge of the
risk of bad-faith or collusive reports.

4. Insecurity Escrows

A variation on suspicion escrows could ease communication in sensitive
group settings. Often delicate questions arise for which one might desire
honest feedback from trusted friends and colleagues, but social customs,
insecurities, and concerns about awkwardness prevent a forthright conversa-
tion. For example, a professor might wonder if his colleagues think it is time
for him to retire, or if his lectures are boring. On a more personal level, a
person might want to ask friends whether his recent weight gain is
noticeable, or whether he has bad breath. Often, his friends, for fear of pro-
voking hurt feelings, anger, or awkwardness in the relationship, will offer
nothing by means of direct communication but politically correct platitudes
or tempered opinions.

One way to gather information ambiguously and indirectly is through
anonymous surveys such as Survey Monkey and Google Surveys. While
perhaps better than a direct conversation, such web-based and purportedly
anonymous surveys also include several drawbacks. A colleague might fear
that his responses would be identifiable. For example, if everyone who re-
ceives the survey gives the same answer, then the professor would be able to
infer that all of his colleagues think it is time for him to retire. The colleague
might also worry that if nobody responds, the professor would be able to
infer that each colleague failed to respond to the survey request.

An insecurity escrow could minimize these concerns. For example, an
insecurity escrow might (1) only report a random subset of anonymous re-
sponses and (2) only report the random subset if a minimum number of
responses is received. Thus, if a professor asked ten colleagues for an opin-
ion, the escrow would only report the anonymous results if at least five

159. See WILLIAM SHAKESPEARE, OTHELLO, THE MOORE OF VENICE act 3, sc. 3, where
Iago engineers a scheme to convince Othello that his wife Desdemona is having an affair with
Cassio by planting Desdemona’s handkerchief in Cassio’s room.



196 Michigan Law Review [Vol. 111:145

colleagues responded and only send on five responses—choosing five at
random from the submitted responses. Unlike other shared-interest escrows,
an insecurity escrow seeks to fulfill a shared interest while preserving a lack
of common knowledge as to respondents’ identities and opinions. The trig-
gering threshold ensures that the requesting party could never conclude that
no one had responded to his request for information. Similarly, to preserve
this ambiguity, respondents would never know whether their feedback was
actually forwarded. Finally, the random sampling process would ensure that
only a subset of actual responses would be reported to the requesting party.
This random subsampling would preserve ambiguity as to whether the re-
sults reflected the entire group invited to respond.

-

CONCLUSION

This Article has tried to do three things. First, in providing a metatheory
for information escrows, we have tried to reveal relationships between a
wide array of existing practices. Seen through the lens of information es-
crows, one can see connections among the disparate practices of everything
from Cybersettle and criminal expungements, to adoption consent registries
and even GoodCrush. In each of these contexts, private information is de-
posited with an escrow agent who is only to pass on the information under
prespecified conditions.

Second, we have tried to suggest other contexts where information es-
crows might provide value. In addition to explaining existing practice, we
have tried to show that a better understanding of information escrows can
help generate new areas where they might be beneficially deployed. We
have suggested a dizzying array of possibilities—including insecurity es-
crows, shared-interest escrows, and even suspicion escrows—as well as
highlighting a number of crosscutting design choices—including, for exam-
ple, presumed consent and interim reporting—which give greater flexibility
in managing the potentially disruptive impacts of common knowledge.

Third, we have gone beyond a cataloging of mere possibilities to provide
sustained arguments for deploying sexual-harassment-complaint escrows
and workplace-dating escrows. Our theory provides no a priori arguments in
favor of escrows, but it does suggest conditions when intermediated com-
munication by escrow agents can produce socially enhanced equilibria. Our
core application of allegation escrows concerning sexual-harassment-
complaint escrows might alleviate the currently significant underreporting
problem and trigger more investigations with more credible evidence. Ex-
tending the information escrow idea to this new context might play a role in
improving the quality of life in our places of work.



