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Associating property with control is indeed nothing novel. Black-
stone sought to do precisely that, when he used the phrase ‘sole and
despotic dominion’."™ But control however is not unique to the idea of
dominion. Dominion is indeed a proprietary concept, deriving from the
Roman concept of dominium, which in turn meant ‘lordship’ in the sense
of an ultimate right to claim the possession and enjoyment of a thing."”
This idea is to be contrasted with the Roman law understanding of im-
perium—a public law concept that roughly translates into the modern
conception of sovereign power.”™ A critical distinction is thus to be made
between property and sovereignty.

In a well-known lecture delivered in 1927, the philosopher Morris
Cohen sought to adopt a realist position and show that the increased ac-
cumulation of wealth and property at the time was resulting in a
conflation of the two categories of dominium and imperium, rendering
the conceptual divide artificial.”" Arguing that property consisted in ex-
cludability, Cohen shows how the accumulation of large amounts of
private property by individuals and corporations enables them to exercise
a large amount of control over the lives of other individuals; not just by
regulating resource access, but also by being in a position to provide ser-
vices that had hitherto been within the domain of the state. While not
necessarily objectionable for its own sake, Cohen persuasively estab-
lishes that there may indeed be a case for the need to examine the
implications of this conflation, given that sovereignty requires the exer-
cise of power with the objective of human welfare, while property often
works on considerations of economic efficiency and other market crite-
ria.” The gist of Cohen’s argument is that property is moving from
being an exercise of a right to an exercise of a power (in the Hohfeldian
sense) and this point is indeed well taken.

There thus appears to be very little in choosing between property
and sovereignty as concepts, except that the former is in theory from the
realm of private law and the latter of public law. However, this distinc-
tion is far from being water-tight and property can come to be
characterized as sovereignty in certain factual situations (e.g., communal
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property) and sovereignty as property at other times.” Again, it is quite
possible that the distinction has very little to do with the philosophical
basis of the divide and is more a matter of convenience. Property is thus
capable of being viewed as the delegated exercise of sovereign control,
in relation to a resource or a set of resources.

A private law concept, property is thus capable of being deployed to
achieve a public law purpose—regulation, ordinarily thought to be
within the domain of sovereignty. By regulation here is of course meant
the entire process of governance, the power to regulate individual behav-
ior in so far as it relates to a certain resource. Having identified property
as being a term of largely instrumental significance, its use as a mecha-
nism of governance represents an additional instrumental purpose for
which its excludability framework may be deployed. This process is
however not without its own set of problems and these problems relate
not to the conceptual conflation itself, but to the consequences of the
delegated or decentralized governance.

For quite some time now, the Internet has been considered by many
to be a medium incapable of being subjected to regulatory rules.” In-
deed, some have even sought to characterize the Internet as being
inherently ‘unregulable’. Many reasons are responsible for this, but two
of the rather well-known ones are worth mentioning here.

The first is the fact that the Internet is a trans-national medium. Tra-
ditional methods of regulation involve demarcating spaces territorially
and permitting individual nation states (or their units) to govern activities
within each space so allotted to it. The inability of the Internet to be sub-
jected to divisions analogous to those in the territorial sphere has
presented courts and legislatures with innumerable problems, in defining
the concept of ‘jurisdiction’ on the Internet. Innumerable theoretical ap-
proaches have been adopted to circumvent the ‘boundary-lesness’ of the
Internet, with varying degrees of success.” The second reason relates to
the very architecture of the Internet. The Internet (or the worldwide web)
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John T. Delacourt, The International Impact of Internet Regulation, 38 Harv. J. INT'L L. 207
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is a product of different layers of protocols, each of which consists of
software code. Consequently, a modification or variation in this code
results in a change in the way the Internet works. This code is obviously
written by the individual end users whose computers constitute the
Internet and is in a sense, private. The sequitur of this is that any legal
rule can technologically be circumvented or overridden by a modifica-
tion in the code of the Internet. The commonplace rules of privacy,
access, free speech, sovereignty and the like are all amenable to being
rendered redundant through modifications in the very architecture of the
Internet.”

The complexity of the Internet therefore presents problems for the
real world rules of Spatial regulation. Using the property metaphor in-
strumentally here, to create a form of delegated sovereignty, is one
approach to overcoming a large number of these problems. Since control
is now effectively decentralized and distributed, its exercise becomes
much more effective. Administrators of individual web sites and servers
can control the access to and use of resources there. The governing law
effectively becomes whatever the code on the website requires. Regula-
tion is thus privatized.

By creating a novel exclusionary remedy for the Internet, in the na-
ture of cybertrespass, American courts were thus deploying the property
metaphor as a regulatory tool. Implicit however, in this privatization of
control and governance was the belief that a decentralized mechanism of
private regulation would produce the same outcomes as mechanisms of
state regulation would, in the real world. In a sense therefore, this is little
more than the same theoretical framework Adam Smith proposed in his
study of wealth maximization where he argued that individuals acting in
their self-interest effectively enhanced societal interest."”’

Regardless of whether Adam Smith was right or not at a general
level, we still need to ask the question whether the privatization of Inter-
net regulation through property metaphors is without its share of
problems. What sets the Internet apart however, is that while it certainly
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is a forum for commerce and a market for economic exchanges, it re-
mains foremost, a medium of communication.

Peter Huber argues that governmental regulation of the Internet
ought to be abolished and instead replaced with a system of rules that
evolve through market processes and the common law method.”™ Huber
argues that governmental regulation is inefficient and unproductive,
while privatized regulatory strategies (through zoning and private prop-
erty rights) results in a more robust and efficient Internet, owing to
competition.” Huber would therefore find the instrumental use of the
property metaphor in cybertrespass for regulatory purposes to best fit his
hypothesis and his case for common law based private reguiation of the
Internet.

Apart from the fact that Huber does not examine in detail the sub-
stantive implications of common law doctrine for the Internet,” he also
does not seem to address himself sufficiently to the fact that private law
based regulation very often suffers from the disadvantage of not being
equipped with the public interest safeguards that public law entails. Pub-
lic law attempts to regulate the interaction between the individual and
the state. Thus, while it grants the state the power to control the behav-
iour and activities of individuals, it balances the same by in turn granting
individuals—(a) a set of parameters against which to measure the legal-
ity of government action (primarily revolving around the criterion of
public interest) and (b) a set of affirmative rights with which to safe-
guard their own liberty and autonomy (e.g., equality, free speech,
privacy, etc.).

When regulation moves from the domain of public law to private law,
while the power structure is transplanted from the state to private actors,
the checks and balances built into the public sphere are often lost. Public
interest no longer remains at the forefront of the exercise of power/control,
nor need it be, legally speaking. Similarly, individual rights such as free
speech come to be legitimately overridden by proprietary use-privileges.
Thus, if the owner of a website were to make accessing its content contin-
gent on providing some form of personal information or refraining from
saying some things, individual users would be unable to argue that such a
regulation were antithetical to public interest, or more importantly, that it
violated their privacy and free speech rights, as they might have been able
to, in the context of state regulation. Given that the Internet is in the end a
communications medium, a decentralized private system of regulation

198. PETER HUBER, LAW AND DISORDER IN CYBERSPACE: ABOLISH THE FCC AND LET
CommoN Law RULE THE TELEcosM (1997).
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would have the direct effect of allowing free expression rights to be
overridden by property rights. Now, it could be argued that since a prop-
erty right is effective only when it is recognized and enforced by the
state, and consequently, the entry of the state into this process would en-
able individuals to assert their rights indirectly. This was indeed
attempted on two separate occasions in relation to cybertrespass.

In CompuServe, the defendants asserted that though the plaintiff was
a private actor, since it has a large quantum of control over a communi-
cations medium, it could be subject to First Amendment restrictions that
enabled the property right to be overridden.” The court however rejected
this claim, arguing that it was up to the government to introduce such a
balance and that the First Amendment could be asserted directly, only if
the plaintiff was shown to be a state actor. In Hamidi, the defendant
made a similar assertion, arguing that the enforcement of a property
claim by a court amounted to state action that was in turn subject to First
Amendment restrictions.’”” While refusing to examine this claim in detail
since it had held for the defendant on other grounds, the court neverthe-
less went on to conclude that when the property right itself was sought to
be judicially enforced, it involved a state action that was subject to First
Amendment restrictions. On the other hand, were the property right to be
privately enforced (by the owner), no such restrictions would come into
play.”” It thus is clear that common law proprietary doctrines do not suf-
ficiently account for public interest imperatives and consequently, when
they are used instrumentally for public law purposes (i.e., regulation), it
has the effect of creating a subtle imbalance.

In this reading the deployment of the property metaphor in relation
to the Internet is done for instrumental purposes—to decentralize and
privatize control and regulation. While the instrumentalism itself may be
efficient, it may however prove to be problematic in shifting our under-
standing of the Internet from one of a freely accessible medium of
communication to a rigidly controlled proprietary resource.

C. Resource or Medium: The Architecture of the Internet

If property in general is really about power and control and in its ap-
plication to the Internet, attempts to create a privatized regulatory
structure, as we have concluded, there may yet be problems with this

201. See CompuServe, 962 F. Supp. at 1026. Under American law, the general position is
that where a private actor exercises control over a communications medium, the First Amend-
ment enables the government to enact legislation enabling access, in spite of the private actor’s
property rights. See, Turner Broadcasting Systems, Inc. v. FCC, 512 US 622 (1994).

202. Hamidi-III , 30 Cal. 4th 1342 at 1364.

203. Id.
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instrumental approach. The problems are however not those that derive
from the process of propertization of the Internet generally, but those
that are a consequence of the method through which such propertization
is achieved, viz., the common law approach and the doctrine of cyber-
trespass.

As mentioned previously, the common law effects a creation of
property rights through a conduct-based regulatory mechanism.’* This
involves the use of tort law, to define a category of impermissible activi-
ties. In relation to a proprietary right however, these impermissible
activities invariably relate to a resource or an object (i.e., the res). The
rights in the object are defined in opposition to the range of impermissi-
ble activities in relation to the same object that an individual (the owner)
is allowed to enjoin by recourse to the law. To illustrate this point, con-
sider the case of Victoria Park Racing™ discussed earlier and assume for
a moment that the court had in fact found for the plaintiff. The court be-
gan its approach by considering the nature of the activity that the
defendant had undertaken. If the court had found the same to be imper-
missible (for unfair competition or other reasons) and made a declaration
to the effect that ‘the commercial exploitation of another’s investment
and its attributes was impermissible’, it would have served to create a
property right in such an investment and its attributes (the object), but by
excluding the defendant from the same. In other words, in the common
law method of fashioning a property right, conduct comes first and the
object of the proprietary protection only thereafter and solely in relation
to such conduct.

The obvious consequence of the common law’s emphasis on conduct
in this process, is a relative neglect of the perceived need to define the
object of such protection (i.e., the resource). This is of course under-
standable, given that traditionally, the common law only dealt with
tangible entities, with clearly defined boundaries, in relation to which
such definition would have proven redundant and superfluous.’” But
once the process moved from tangible entities to intangibles, the effects
of this neglect began to manifest itself. It is indeed arguable that one of
the reasons for the court’s reluctance to find for the plaintiff in Vicroria

204. See note 176 and accompanying text.

205. Victoria Park Racing & Recreation Co Ltd v. Taylor, (1937) 58 C.L.R. 479 (HCA).

206. For example, in an action for trespass to one’s horse, it would have been utterly
meaningless to have required the law to define the object (i.e., the horse) with any precision,
since the boundaries of the object are not merely notional, but real.
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Park Racing was its inability to identify the object in relation to which
the exclusion was to be effected.’”

It could be argued that the attempt to identify an entity with great
precision is a meaningless exercise and one that need not deter courts’
according plaintiffs’ interests proprietary protection. Property could thus
be conceived as existing in anything in relation to which time, effort,
labour or money is expended to enhance its commercial value, regardless
of its tangible or intangible nature.” This approach to identifying an ob-
ject worthy of exclusionary protection is not entirely without merit. It is
however inevitably dependent on the instrumental purpose for which the
property metaphor (or concept) is employed. If the object of propertizing
something (i.e., creating property rights over something) is to protect the
commercial value inherent in the resource from depletion through use,
then allowing the resource to be defined in terms of the entity possessed
of value makes perfect sense (e.g. intellectual property rights such as
patents).”” If on the other hand, the instrumental purpose for which the
concept is employed is something else (e.g. regulation), then adopting a
value-based understanding of the object of protection achieves very lit-
tle.

The move from the tangible world to the virtual is probably more
complicated than the transition from the tangible to the intangible, for
two reasons. The first is that the reasons for employing the property con-
cept here differ (and are not always connected with the protection of
commercial value). The second derives from the nature of the virtual
world (i.e., the Internet) and the manner in which we understand entities
and resources in or on it. We have seen how courts tend to analyze the
Internet as a collective of movables. Even within the paradigm of mov-
ables, they chose to adopt a specific conception of ownership control.”’

207. The plaintiff had sought to assert a property or quasi-property right in a spectacle.
Victoria Park Racing & Recreation Co Ltd v. Taylor, (1937) 58 C.L.R. 479, 479 (HCA) (per
Latham CIJ). Kevin Gray uses the Victoria Park case and the opinions of the various judges
therein to identify different reasons why certain resources may be deemed inherently non-
excludable—physical, legal and moral. Gray, supra note 139, at 269-92.

208. D.F. Libling, The Concept of Property: Property in Intangibles, 94 L. QUART. REv.
103, 119 (1978).

209. It could of course be argued that such an approach is flawed since the reasoning it
adopts is in effect circular: because the value in an object needs to be protected, the object can
be understood as the very entity that possesses such value.

210. See Harold Smith Reeves, Property in Cyberspace, 63 U. CHI. L. REv. 761 (1996)
(outlining three different conceptions of property boundaries on the Internet—the system-level
boundary, the open-system boundary and the individual level boundary models). In relation to
cybertrespass, they seem to alternate between a system level and individual level boundary
model.
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The very adoption of this paradigm of analysis however, may pose cer-
tain problems given the unique architecture of the Internet.

Among the various models used to analyze the architecture of the
Internet, the most prominent one is the ‘layers model’. Yochai Benkler
was one of the earliest to employ this model in his analysis of the Inter-
net and his arguments for the creation of a sustainable commons
therein.”"' In this model, a communications system can be understood by
segregating it into three independent layers; (a) the physical infrastruc-
ture layer, consisting of the hardware (computers, wires, cables) that
physically connects the various computers constitutive of the network;
(b) the logical infrastructure layer, consisting of the myriad software
code and protocols (e.g. TCP/IP, HTTP) that define the way in which the
network operates and through which the hardware interacts and (c) the
content layer, consisting in turn of the actual data that gets transmitted
across the network—the software programs, the information and the
plethora of other related material.”” These layers are sandwiched one
over the other, with the physical layer at the bottom and the content layer
at the very top.

The crucial thing to remember in relation to these layers is that they
are capable of operating independently and consequently, different regu-
latory regimes exist for each of them. Thus, the physical layer (cables,
hardware) is governed by the ordinary rules of property law (chattels),
while the content layer is governed by rules that determine use and ac-
cess rights in relation to information and data (such as copyright law). In
making his argument for a digitally networked commons, Benkler notes
how an open-access regulatory mechanism will have to be developed at
each individual layer, in order to achieve the same.””

However, just because the layers are capable of operating independ-
ently, it does not mean that changes at one layer do not influence
another. The linearly sandwiched nature of the layers is responsible for
this. Consequently, a regulatory spill-over remains a distinct possibility.
In a fairly elaborate study of the interaction between the architecture of
the Internet and its regulation, Lawrence Solum and Minn Chung lay
down what they term, the ‘layers principle’.”* The core of the layers
principle states that any system of regulation for the Internet needs to
show respect for the integrity of the layers and this in turn is said to have

211. Yochai Benkler, From Consumers to Users: Shifting the Deeper Structure of Regu-
lation Toward Sustainable Commons and User Access, 52 FEp. ComM. L.J. 561 (2000).

212. Id. at 562; LESSIG, supra note 1, at 23.

213. Id. at 579.

214. Lawrence Solum & Minn Chung, The Layers Principle: Internet Architecture and
the Law, 79 NOTRE DAME L. REv, 815 (2004).
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two connected corollaries: (i) that regulation should never compromise
the separation between the layers and (ii) the regulation should attempt
to minimize the distance between the layer at which the law aims to pro-
duce an effect and the layer directly affected by the regulation in
question.””

Analyzing the Internet in terms of layers, they go on to propound
two theses. The first, the “fit thesis’ postulates that layer-crossing regula-
tions produce problems of fit between the regulatory ends in question
and the means employed to achieve the same.”® The second, the ‘trans-
parency thesis’ states that layer-violating regulations are inherently
detrimental to the transparency of the Internet.”” The misfit is thus sup-
posed to result in regulatory over-breadth and under-inclusion, while the
reduction in transparency is shown to enhance the costs of innovation on
the Internet. Regulation must thus be optimally tailored to focus exclu-
sively on the layer it is directed at, and regulators must make a conscious
effort to guard against violating the layers principle, according to this
analysis.

The doctrine of cybertrespass is essentially a modified version of the
common law tort of trespass to chattels. Its focal point is thus the indi-
vidual computer/server of a plaintiff—i.e., the hardware. As a doctrine, it
is therefore ostensibly directed at the physical layer of the Internet, at-
tempting to regulate use and access to the hardware end-units, through a
privatized, proprietary mechanism. But is this really what the doctrine is
attempting to regulate? In reality, there may exist reason to believe that
the doctrine is more concerned with regulating web-space itself, rather
than the physical medium. Take the cases of CompuServe’® and eBay,’”
both critical in relation to the evolution of the doctrine. In CompuServe,
the court was ostensibly concerned with the physical intrusion onto the
plaintiff’s physical mail server. The problem however, is that there was
no intrusion or harm to the plaintiff’s physical hardware. The intrusion if
any was at the level of the internal (i.e., logical) mail server and the pro-
tocols involved there (i.e., SMTP™). This is even more obvious in the
eBay case, for there too, the electronic robots did not actually intrude
onto the plaintiff’s computer. They had merely gathered information by

215. Id. at 817.

216. Id. at 879.

217. Id. at 878. .

218. CompuServe, 962 F. Supp. 1015 (S.D. Ohio 1997).

219. eBay, 100 E. Supp. 2d 1058 (N.D. Cal., 2000).

220. The abbreviation for Simple Mail Transfer Protocol, the protocol that regulates the
transmission of electronic mail messages from one server to another.
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sending requests for the same to the plaintiff’s computers, which had in
turn delivered it to the defendant. There was never any actual intrusion.

What the courts had thus done, in applying the doctrine of cyber-
trespass, was to base the doctrine on metaphor, rather than reality. Given
that the Internet is often described in terms of metaphors, the court
adopted the ideas of ‘entering’, ‘visiting’, ‘intruding’ and the like to ap-
ply the doctrine. In reality however, these activities never happen. When
a person accesses a website by entering the address of the site into a
browser, in reality, the browser never goes or visits any place, it merely
sends information to a server, which in turn transmits information to the
user’s computer, according to a set protocol.” It is the same informa-
tion-request process that comes into play in relation to electronic mail as
well. In sum, there was nothing physical about these intrusions. Dan
Hunter notes how, in applying cybertrespass, courts have varied the re-
source in relation to which the exclusionary rule is sought to be applied
between the computer, the bandwidth, the capacity, the processing power
and the network and that apart from the first one (i.e., the computer)
none of the others are chattels, by any stretch of imagination.™

The doctrine of cybertrespass was therefore about regulating the
logical layer of the Internet, about how SMTP exchanges might occur
and the manner in which robot protocols could retrieve information from
websites. This was a consequence of the sandwiched architecture of the
Internet. It did not however stop here. The layered nature of the Internet
has also resulted in the doctrine indirectly regulating the content layer as
well. This is most obvious in the eBay case, where the real issue was the
defendant’s use of the plaintiff’s price information; information valuable,
yet freely accessible in the public domain. The issue also arose in the
Hamidi case, where the real reason for the defendant’s recourse to the
law was the derogatory nature of the defendant’s mails rather than its
quantity.”

A direct consequence of the courts’ inability to define the object in
relation to which the exclusion is being effected through a common law
method is a regulatory ambiguity, resulting in either an over-
propertization or an under-propertization. In both situations, the integrity
of the layers is compromised. Further, given that the physical layer and

221. Lemley, supra note 4, noting that ‘[tJhe Internet is merely a simple computer proto-
col, a piece of code that permits computer users to transmit data between their computers
using existing communications networks.’

222. Hunter, supra note 4, at 486.

223. Hamidi-1I1, 30 Cal. 4th 1342 at 1358, where the court observed that “fictionally
recharacterizing the allegedly injurious effect of a communication’s contents on recipients as
an impairment to the device which transmitted the message.”
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the content layer are both already the subject matter of regulatory re-
gimes, it is indeed questionable whether the approach of regulating the
intermediary logical layer through either of these layers is appropriate.

If the logical layer is the object of regulation, the common law
methodology of applying a property metaphor instrumentally to achieve
the same is undermined by an inability to identify a bounded object of
the property right, i.e., the thing or the res, an integral element in any
conception of property. Epstein seems to believe that difficulties such as
these are capable of working themselves pure through the common law
method incrementally and that there is no reason for worry or caution.”
Interestingly, Solum and Chung seem to be precisely against such in-
crementalism, arguing that since the direction of future innovation on the
Internet remains unknown, even an individual case-by-case utilitarian
balancing approach suffers from a lack of adequate information, which
has the inevitable consequence of compromising the transparency intrin-
sic to the Internet.”” The common law process of incremental doctrinal
development has been shown to exhibit several critical path dependent
characteristics, most of which.derive from its use of precedent and the
doctrine of stare decisis.”™ A process is said to be path dependent if its
developmental direction is influenced by its own history.”” Some of the
crucial characteristics of a path dependent common law process or de-
velopment are: non-ergodicity—where small short-term decisions have
large, unintended long-term consequences; inflexibility—where an early
rule determines future outcomes owing to courts’ unlikeliness to deviate
without strong reason and indeterminacy of eventual outcome—in that
the eventual consequence of the rule or doctrine is unpredictable.”

In its short history, the common law doctrine of cybertrespass has
seemingly exhibited several of these path dependent characteristics. To
begin with, each of the cases that contributed to the evolution of the doc-
trine relied on past decisions to reach its conclusion. CompuServe relied
on Thrifty-Tel, eBay on CompuServe;, Register.com on eBay; and the

224, Epstein, supra note 6, at 73, 76, 87.

225. Solum & Chung, supra note 214, at 854—60. Another reason they cite is the lack of
institutional capacity on the part of regulators to achieve such a case-by-case balancing
through an incremental process.

226. Oona A. Hathaway, Path Dependence in the Law: The Course and Pattern of Legal
Change in a Common Law System, 86 Iowa L. Rev. 101 (2001).

227. See Paul A. David, Path Dependence, its Critics and the Quest for a ‘Historical
Economics’, Keynote Address to the European Association for Evolutionary Political Econ-
omy” Athens Meetings, 7-9 November 1997.

228. Hathaway, supra note 226, at 129-35.
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AOL cases on CompuServe.”” By the time the Supreme Court of Califor-
nia delivered its judgement in Hamidi, the doctrine had evolved adopting
a chattel (as opposed to realty) metaphor. At this stage, even though the
court seemingly recognized the inadequacies of this metaphor selection,
it was too late for it to effect a complete reversal altogether (exhibiting
non-ergodicity and an inflexible lock-in). Its attempt to rationalize the
past decisions and portray them as being without flaw (in order to avoid
having to explicitly differ with them),” only resulted in an increased
outcome indeterminacy in the process.

Epstein, in his analysis of cybertrespass is forced to concede that real
property rules offered courts a much better fit than did those relating to
chattels, since ‘cyberspace looks and functions more like real property
than chattels.’”' Implicit in this concession is the recognition that the
subject matter of the property right (i.e., the thing or the res) in relation
to cybertrespass, namely cyberspace, remains ill-defined. If the common
law process in general and the evolution of cybertrespass in specific are
indeed path-dependent, there appears little reason to be optimistic about
the role of an incremental process in working to remedy these funda-
mental ambiguities.

The attempt to regulate the logical layer through the market mecha-
nism of creating a common law property right thus suffers from a major
methodological drawback. While regulation undoubtedly concerns indi-
vidual conduct, a property-rule invariably must involve an identifiable
res in relation to which the conduct is proscribed. A failure to do so ob-
scures the proprietary nature of the right. Property is concededly, about
relations between persons; but these relations invariably manifest them-
selves around an object (a thing) and never in abstract, for it is only by
masking the individual identity behind an a-personal thing, that the right
acquires its in rem nature.

Yochai Benkler, in his discussion of the allocation of rights in the
wireless spectrum, notes that regulation is ultimately about conduct and
that the use of the property metaphor for regulatory purposes should not
result in a dogmatic (and ultimately futile) search for a resource.”
Benkler was however not dealing with the common law method of creat-
ing property rights through a tortious doctrine, but rather with the

229. Even if the precedents were not considered binding that they certainly did have
considerable persuasive value is readily apparent.

230. Patricia L. Bellia, Defending Cyberproperty, 79 N.Y.U. L. REv. 2164, 2182 (2004).

231. Epstein, supra note 6, at 83. It is open to debate whether this may be taken as a
recognition of the non-ergodicity inherent in the development of the doctrine.

232. Yochai Benkler, Overcoming Agoraphobia: Building the Commons of the Digitally
Networked Environment, 11 HARv. J. L. & TeCH. 287, 288 (1997-98).
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process of allocating rights over the spectrum, rights which economists
identify as proprietary in nature. This process of allocating property
rights over an intangible medium can be traced back to Ronald Coase,
and his ideas for privatizing the broadcast spectrum.” Indeed, this
method of viewing property rights in terms merely of ‘permitted uses’ is
characteristic of the economic analysis of law.” In this conception, the
‘use right’ (i.e., shooting a gun) assumes more importance than identify-
ing the owner of the resource (i.e. airspace) to which the use relates.

Coase’s preference for viewing the matter in terms of an assignment
of tradable use rights was linked to his use of the law of nuisance to ex-
plain the phenomenon of transaction costs.” Much of his argumentation
relating to transaction costs derived from the apparent reflexivity of
harm and the balancing exercise that courts had to carry out in deciding
nuisance claims. Nuisance and trespass, though related, are fundamen-
tally different in their approach. Nuisance involves a balancing exercise,
which some characterize as utilitarian, while trespass ordinarily involves
the mechanical application of an exclusionary rule.” Consequently, the
need to define the object of the right is less critical in the law of nui-
sance, given that it focuses almost completely on the defendant’s
behavior and attempts to balance the gains from the same against the
costs incurred by the plaintiff as a direct consequence.

An exclusionary mechanism such as trespass however involves far less
balancing and almost always adopts a near mechanical two step process of
‘intrusion—exclusion’. Identifying the object of the intrusion and the con-
sequent exclusion therefore assumes greater importance. Applying the
Calabresi-Melamed model™ to the trespass-nuisance dichotomy, we see
that while trespass is characteristic of a property rule, the law of nuisance
is aptly representative of a liability rule (in allowing for a court enforced
sale of the right). Thus, adopting a nuisance-based approach to regulat-
ing the logical layer of the Internet might have rendered obsolete the

233. Ronald H. Coase, The Federal Communications Commission, 2 J.L. & Econ. 1
(1959).

234. Merrill & Smith, supra note 160, at 372 (noting Coase’s observation that it was
simpler to understand regulating the shooting over one person’s land as a question of what a
person should be allowed to do with a gun, rather than whether the person who so shot actu-
ally owned the airspace over the land).

235. Coase, supra note 159, at 2-15.

236. For an overview of this distinction, see Merrill, supra 100; Henry E. Smith, Exclu-
sion and Property Rules in the Law of Nuisance, 90 VA. L. REvV. 965 (2004); Epstein, supra
102); Henry E. Smith, Exclusion versus Governance: Two Strategies for Delineating Property
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need to define the resource in question and maintained the integrity of
the individual layers.” Unfortunately, courts did not see the rationale in
this approach.

Even if the instrumental use of the property metaphor to achieve pri-
vatized regulation is deemed unobjectionable, the common law method
through which this was sought to be achieved (i.e., the doctrine of cyber-
trespass) exhibits fundamental conceptual flaws. Property is in the end
about excluding individuals from something for a specific purpose. As-
suming that the purpose has been identified, the thing from which the
right operates to exclude individuals is just as important as the element
of exclusion. This point is borne out by the fact that conceptually ex-
cludability (in relation to a property right) is meaningful only in so far as
it is balanced by and protects use privileges. Excludability for its own
sake, devoid of use or access privileges does not constitute property. Use
and access are in turn intransitive, requiring the identification of a re-
source over which they are to operate. Thus, when the resource from
which the exclusion is to operate is poorly defined, it begins to under-
mine the proprietary nature of the right in question. The continued use of
the property metaphor within such a framework distorts even the most
basic understanding of property—as always being in relation to an iden-
tifiable object.

CONCLUSION

What then happens to the concept of property, as it is used in the
context of the virtual world of the Internet?

The previous discussion has sought to establish that the metaphorical
application of property concepts to the Internet is intricately linked to a
shift in (a) the reasons for which proprietary concepts (based on exclu-
sion) are employed and (b) the primacy of the propertiness of property,
or the need to identify the concept with a bounded resource. The doctrine
of cybertrespass operates at the interface of property and tort law, at-
tempting to vindicate a putatively pre-existent property right, through an
exclusionary remedy. The need for this exclusion derives however nei-
ther from the nature of the resource (as it does for tangibles) nor from
the need to protect the value inherent in a resource, which might be de-
pleted through multiple use (as it does for informational resources). It
seems to derive largely from an attempt to deploy the element of control

238. For arguments advancing a nuisance based approach, see Burk, supra note 4, at 53;
Steven Kam, Note, Intel Corp. v. Hamidi: Trespass to Chattels and A Doctrine of Cyber-
Nuisance, 19 BERKELEY TEcH. L.J. 427 (2004).
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inherent in the exclusionary feature of a property right to develop a de-
centralized regulatory structure for the Internet. Property is thus
employed instrumentally, to achieve a purpose not directly connected
with the resource over which the right is to operate. The sequitur of this
is that such an instrumental use avoids defining the real target of the
right, or the resource over which the exclusionary mechanism is meant
to operate.

If we accept that property, at its bare minimum consists of the ele-
ment of excludability operating over an identifiable thing, employed for
a particular purpose, cybertrespass may thus be viewed as employing the
concept of property instrumentally, through the mechanism of tort law.
On the face of it, the concession that property in this context (and some
others) is largely about instrumentalism, may seem to be arguing for a
form of property skepticism that some theorists have espoused. While it
is true that property may be used for both intrinsic and instrumental pur-
poses, this concession alone need not lead one down the slippery slope
of skepticism.

As noted, a proprietary regime may be deployed for reasons that de-
rive from the rivalrous nature of the resource or, instrumentally, for
reasons that are either connected to or independent of the resource. Ap-
plying the concept of property instrumentally is not in itself problematic.
It becomes so however in situations where this instrumentalism comes to
erode the minimum core of property. When this move becomes fairly
well entrenched, the turn to skepticism is indeed not far away. The de-
veloping category of cybertrespass illustrates this.

Property, as an in rem right uses the idea of an a-personal ‘thing’ as
its focal point to enable interpersonal interactions.” The ‘thing’ thus an-
chors the exclusionary regime, given that excludability as a concept is
intransitive, requiring a resource to become operational. The law of tres-
pass, of which cybertrespass is a derivative, further builds on this, by
presuming public knowledge of the existence of the ‘thing’ and its
boundaries. The doctrine of cybertrespass however, in the manner in
which it has been interpreted by courts, premises its analysis on a meta-
phorical understanding of the Internet while yet applying a tort law
doctrine that is premised on a physical intrusion. In the process it fails to
identify with any precision the ‘thing’ in relation to which the exclusion-
ary remedy effectively operates. Given the centrality of the ‘thing’ to the
concept of property, this failure effectively results in the instrumental
purpose coming to dominate the very concept. We have already seen that

239. PENNER, supra note 96, at 29; Henry E. Smith, The Language of Property: Form,
Context and Audience, 55 STAN. L. REv. 1105, 1115 (2003).
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this conscious attempt to undermine the relevance of the thing, is some-
thing characteristic of the economic analysis of property rights, and can
be traced back to Ronald Coase, who viewed property as consisting of
tradable rights to perform certain activities, rather than ownership privi-
leges.” If this method of reasoning is indeed adopted, there may be little
reason to categorize the rights as constitutive of ‘property’, merely be-
cause of their tradability. Property consists of more than just the
tradability of rights and derives from the underlying nature of those
rights.

In the end, the doctrine of cybertrespass may represent little more
than legal sophistry. Both sides of the policy debate (on the propertiza-
tion of the Internet) seem more than ready to lace their arguments with
sophisticated legal concepts and courts have been more than willing to in
turn accept the same. Concepts such as ‘property’ and ‘trespass’ however
come to any discourse with a fairly well defined meaning and a failure to
acknowledge this in its entirety, obfuscates both the meanings of the
conceptual tools deployed and the very purpose for which they are so
deployed. The confusion that currently exists in the law of cybertrespass
on the element of ‘actual damage’ aptly reflects this.

Cyberspace, with its negative rivalry, exhibits little intrinsic need for
propertization. While there certainly may have existed the need to de-
velop a regulatory regime for the Internet, the use of proprietary
concepts for the same under the doctrine of cybertrespass has only re-
sulted in more ambiguity and confusion than it has in any meaningful
regulation. We can look forward to a time when courts come to realize
that regulation and governance on the Internet may be better served by
analytical tools other than property metaphors.

240. Coase, supra note 233, at 34; Coase, supra note 159, at 44.



