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ment’s application established probable cause to believe that the monitoring
would help find the fugitive and that the fugitive was wanted for violations
of federal law. The magistrate judge rejected the government’s application
because the government proved the wrong kind of probable cause. In the
magistrate’s opinion, the Fourth Amendment requires probable cause that
the evidence sought by the warrant was itself evidence of a crime.'s' The
Fourth Amendment did not permit the issuance of a warrant because the
fugitive’s current location was not itself evidence of a crime.'¢?

If courts conclude that mosaic searches require a warrant, they also must
answer how courts can satisfy the particularity requirement of the Warrant
Clause. The Fourth Amendment states that warrants must “particularly de-
scrib[e] the place to be searched, and the persons or things to be seized.”'%
But what is the specific “place” to be searched in a mosaic search? By their
nature, mosaic searches aggregate across many places. The concept of mo-
saic searches draws on the fact that they bring together information from
many places and instances to create a detailed picture of a suspect’s life. The
search does not occur in any one place. What is the “place” to be searched?
The world? The court’s jurisdiction? Or perhaps the collective places where
the suspect happens to go?

The issue is particularly complex if the mosaic theory regulates beyond
the collection of evidence to include its analysis and use.'** Should the
“place” where the search takes place include where the analysis and use take
place or only where the collection occurs? Similar problems arise with the
requirement of particularly describing the “thing” to be “seized.” Mosaic
searches do not seem to “seize” anything, Rather, they collect information
about a person’s whereabouts and life. And assuming something is seized
over the course of a mosaic,'®® how can a warrant describe that thing to be
seized with the specificity needed to satisfy the particularity requirement?
The question is difficult because the purpose of the requirement is to ensure
that searches remain narrow: searches must be limited to a single place and
a hunt for specific evidence.'%® The theory of mosaic searches flips this un-
derstanding on its head. Mosaic investigations are deemed searches
precisely because they are not limited. Given these difficulties, it is unclear
how or whether courts can reconcile the mosaic search theory and the par-
ticularity requirement. !¢’

161. See id. at *¥27-30.

162. Id. at *30.

163. U.S. ConsT. amend. IV.
164. See supra Section IIL.A.2.

165. Cf United States v. Freitas, 800 F.2d 1451, 1455 (9th Cir. 1986) (noting that a war-
rant rule permitting officers to obtain a warrant to seize property authorizes the police to
obtain a sneak-and-peek because entry into a space “seizes” information about what is inside
it).

166. See U.S. ConsT. amend. IV.

167. Courts have encountered somewhat related questions before, although the guidance
in those precedents is only modestly helpful. In United States v. Karo, the Supreme Court
suggested that when the police needed to obtain a warrant to use a radio beeper, the place to
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D. Remedies for Mosaic Searches

The final set of questions concerns the scope of remedies for unconstitu-
tional mosaic searches. Three questions must be answered: first, whether the
exclusionary rule should apply to mosaic search violations; second, who has
standing to challenge mosaic searches; and third, the proper scope of the
fruit of the poisonous tree and inevitable discovery doctrines.

1. Does the Exclusionary Rule Apply?

The first significant question is whether mosaic search violations should
trigger the exclusionary rule. Under the exclusionary rule, the government
cannot use at trial evidence obtained in violation of the Fourth Amendment.
The scope of the exclusionary rule is complex and currently in a state of
considerable flux. But the scope of the exclusionary rule for mosaic viola-
tions would raise particularly difficult questions.

The first question is whether mosaic violations would be categorically ex-
empt from the exclusionary rule under Hudson v. Michigan.'®® In Hudson, the
Supreme Court held that the suppression remedy is not available for violations
of the Fourth Amendment “knock-and-announce” rule.!® The knock-and-
announce rule generally requires agents executing warrants to first knock on
the door and announce their presence, and then wait a “reasonable time” be-
fore entering the place to be searched.!”® Hudson concluded that suppression
for knock-and-announce violations was inappropriate because the costs of
the exclusionary rule in that setting outweighed its benefits. The murkiness
of exactly what the “reasonable time” standard requires would trigger end-
less litigation,!” and it was likely that the combination of civil remedies and
the training of professional officers would lead to substantial compliance
with the rule even without a suppression remedy.!”

be searched was “the object into which the beeper is to be placed.” 468 U.S. 705, 718 (1984).
This guidance does not answer how particularity applies in the case of the mosaic theory,
however, as the mosaic theory applies to the collection of evidence over time rather than the
installation of a device. See United States v. Jones, 132 S. Ct. 945, 957-58 (2012) (Alito, J.,
concurring in the judgment).

Case law on the particularity requirement for roving wiretaps provides another reference
point that is of only limited value. Investigators can obtain roving wiretap orders when sus-
pects frequently change phones; the orders allow the government to monitor phone calls over
whatever telephone facilities the suspects use. Although lower courts have upbeld the roving
wiretap authority, e.g., United States v. Petti, 973 F2d 1441, 1445 (9th Cir. 1992), roving
wiretaps still state the place to be searched, e.g., id. (“Only telephone facilities actually used
by an identified speaker may be subjected to surveillance . . . .”). In other words, the place to
be searched is the specific telephone facility where the suspect is placing a phone call. In the
case of a mosaic, in contrast, it is axiomatic that the search cannot occur in a single place.

168. 547 U.S. 586 (2006).

169. Hudson, 547 U.S. at 599.

170. Wilson v. Arkansas, 514 U.S. 927, 931-34 (1995).
171. See Hudson, 547 U.S. at 594-95, 598.

172. See id. at 598-99.
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If courts recognize mosaic searches, they will need to consider whether
mosaic violations are exempt from the exclusionary rule under Hudson. On
one hand, courts might plausibly analogize mosaic search violations to
knock-and-announce violations. Both involve murky standards and would
likely draw significant litigation. To the extent civil remedies and profes-
sionalism ensure that officers comply with the knock-and-announce rule, the
same reasoning might suggest that officers can comply with the mosaic
search rules (whatever they turn out to be). On the other hand, courts could
distinguish mosaic searches on the ground that they are more directly related
to the discovery of evidence. In knock-and-announce cases, the violation and
discovery of evidence generally are unrelated. Failing to knock and announce
does not change the evidence discovered.!” In contrast, if investigators use
tools that create a mosaic of a suspect, at least some parts of the mosaic are
likely to lead to information that could be used in court if it reveals evidence
of crime.

If courts reject Hudson as a basis for denying an exclusionary remedy
for mosaic searches, the good-faith exception to the exclusionary rule may
nonetheless substantially narrow its application. The Supreme Court’s most
recent cases on the good-faith exception indicate that the exclusionary rule
does not apply unless an officer acted culpably.!”* Although the cases are not
a model of clarity, they seem to indicate that the violation must be intention-
al, reckless, or grossly negligent to justify suppression.!” Otherwise, the
violation is one in “good faith” and no exclusionary rule applies.'”® Depend-
ing on how courts implement the mosaic theory, a plausible argument exists
that the good-faith exception may apply to many types of mosaic searches.
If courts cannot specify ex ante with clarity when police conduct aggregates
sufficiently to constitute a search, officers may understandably cross the line
without personal culpability. Unless the violation is a brazen one, the exclu-
sionary rule might not apply.

Privacy statutes may also limit the scope of the exclusionary rule. Under
Illinois v. Krull,"" the exclusionary rule does not apply if officers reasonably
rely on statutes that authorize their conduct. State laws regulating GPS sur-
veillance may provide a basis for reasonable reliance.!” To the extent the
scope of the mosaic theory remains unclear, officers who follow statutes
regulating GPS surveillance are likely to avoid suppression even if courts

173.  Seeid. at 603 (Kennedy, J., concurring in part and concurring in the judgment).
174. See, e.g., Davis v. United States, 131 S. Ct. 2419, 2427-28 (2011).

175. See id. (citing Herring v. United States, 555 U.S. 135, 137 (2009)).

176. Seeid.

177. 480U.S. 340, 355 (1987).

178. For example, Minnesota Statute sections 626A.35 through 626A.37 require the gov-
ernment to obtain a court order to install a mobile tracking device, and authorize surveillance for
up to sixty days based on proof of “reason to believe that the information likely to be obtained
by the installation and use is relevant to an ongoing criminal investigation.” MINN. STAT. ANN.
§ 626A.37 (West 2009). This appears to be a lower standard than probable cause. See State V.
Fakler, 503 N.W.2d 783, 786-87 (Minn. 1993) (analyzing the “reason to believe” standard in
the Minnesota state surveillance statutes).
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take a more restrictive view of the GPS surveillance than do the relevant
statutes.!”

2. Standing to Challenge Mosaic Searches

If the exclusionary rule generally applies to mosaic search violations,
courts will need to determine its scope. The first challenge is identifying
who has standing to challenge a mosaic search. Fourth Amendment rights
are personal, and individuals can invoke a remedy only if their own rights
have been violated.'® The Fourth Amendment standing inquiry arises as an
application of the reasonable expectation of privacy test. Every defendant
must establish that his or her own reasonable expectation of privacy was
violated to merit a ruling suppressing the evidence.!8!

Standing raises difficult challenges for the mosaic theory because con-
duct that creates a mosaic may involve monitoring different people at
different times to different degrees. Consider the facts of a recent district
court case, United States v. Luna-Santillanes.'® Three conspirators ran a
heroin trafficking enterprise and shared three cars. Different drivers drove
the three different cars at different times. Investigators installed GPS devices
on all three cars and used the GPS devices to track the movements of the
three defendants.'® The first car was monitored for two months; the second
car was monitored for what the court called “a few” days; and the third car
was monitored for only two days.!8

Assuming that the collective monitoring of the three cars constituted a
search, who has standing to challenge it? Do all three defendants have
standing because their location was monitored as part of a broader mosaic?
Or must the standing inquiry look to each individual and consider whether
the monitoring of that particular defendant was enough to constitute its own
mosaic? Or perhaps the standing inquiry should operate on a car-by-car ba-
sis, limiting standing to primary drivers or passengers of particular cars?'8
If the exclusionary rule applies to mosaic searches, courts will need to de-
velop answers to these questions.

179. In the short term, the good-faith exception to the exclusionary rule for reliance on
binding appellate precedent might also play a role. See Davis, 131 S. Ct. at 2423-24 (extend-
ing the good-faith exception to reliance on binding appellate precedent). Application of Davis
to mosaic searches is murky, however, as it remains unclear to what extent the discrete-steps
approach factors in reliance on binding precedent. See id.

180. Minnesota v. Carter, 525 U.S. 83, 99 (1998) (Kennedy, J., concurring) (“Fourth
Amendment rights are personal, and when a person objects to the search of a place and in-
vokes the exclusionary rule, he or she must have the requisite connection to that place.”).

181. See Rakas v. Illinois, 439 U.S. 128 (1978).

182. No. 11-20492, 2012 WL 1019601, at *1 (E.D. Mich. Mar. 26, 2012).
183. Luna-Santillanes, 2012 WL 1019601, at *1-4.

184. Id. at*7 n4.

185. Cf United States v. Hanna, No. 11-20678-CR, 2012 WL 279435, at *4 (S.D. Fla.
Jan. 30, 2012) (“For purposes of this analysis under Jones, one must have an expectation of
privacy as to the particular vehicle tracked, either from an ownership or possessory interest.”).
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3. Fruit of the Poisonous Tree and Inevitable Discovery

Assuming the exclusionary rule applies and defendants have standing,
the next question is whether the unconstitutional conduct justifies suppres-
sion because it acts as both the but-for and proximate cause of the discovery
of the relevant evidence. In the context of the exclusionary rule, these ques-
tions arise under the rubric of the “fruit of the poisonous tree” and
“inevitable discovery” doctrines.! These doctrines raise puzzling questions
for mosaic violations because it is difficult to identify the unconstitutional
mosaic act. Is the aggregated mosaic a single unconstitutional act, or is the
unconstitutional act only the surveillance that occurred after the monitoring
became a search?

Consider whether the exclusionary rule applies to the entire mosaic or
only some part of it. To simplify matters, let’s use the prior assumption that
seven days of GPS monitoring crosses the line to become a search. If the
police monitor a GPS device for ten days, must the entire ten days of moni-
toring be suppressed? Or should courts only suppress the last three days of
monitoring data that occurred after the search line was crossed? Further,
imagine the police learn on day two of the ongoing surveillance that the
suspect committed a crime. Should the evidence from day two be sup-
pressed because it was part of the mosaic triggered after seven days, even
though the collection of that evidence was not a search when it occurred? Or
is the evidence from day two an inevitable discovery because it would have
been discovered if the monitoring had stopped before the amount of moni-
toring crossed the mosaic threshold?

A related issue arises when investigators use surveillance to locate tar-
gets at a particular moment rather than to develop a picture of their lives
over time. Consider a recent case involving a GPS device attached to a car
used to transport heroin.!®” Investigators used GPS tracking to find the car.
After finding the car, officers conducted a pretextual traffic stop based on a
traffic violation, asked for and obtained consent to search the car, and then
retrieved two kilograms of heroin inside.!®® Assuming the GPS device was
used long enough to cross the threshold of a search, should the heroin be
suppressed as a fruit of the poisonous mosaic search? Or does the exclu-
sionary rule not apply because the stop was the product of a short-term use
of the GPS device rather than a broader mosaic? Again, these are difficult
questions that courts will have to answer if they embrace a mosaic theory.

IV. THE CASE AGAINST THE MosaIC THEORY

The five votes in favor of a mosaic approach in United States v. Jones'®
do not establish the theory as a matter of law. The majority opinion in Jones

186. See supra notes 51-53 and accompanying text.
187. Luna-Santillanes, 2012 WL 1019601, at *1-2.
188. See id.

189. 132 S.Ct. 945(2012).



344 Michigan Law Review [Vol. 111:311

did not adopt the mosaic approach, and it only touched on the method in
passing to express skepticism.!® Sequential precedents remain binding on
lower courts even if five justices seem prepared to take a new path. For now,
the sequential approach remains the basic standard of Fourth Amendment
doctrine. At the same time, the concurring opinions in Jones invite lower
courts to consider embracing some form of the mosaic approach. Our atten-
tion.therefore must turn to the normative question: Should courts adopt the
mosaic theory? Is the mosaic approach a promising new method of Fourth
Amendment interpretation, or is it a mistake that should be avoided?

This Part argues that courts should reject the mosaic theory. The better
course is to retain the traditional sequential approach to Fourth Amendment
analysis. The mosaic theory aims at a reasonable goal. Changing technology
can outpace the assumptions of existing precedents, and courts may need to
tweak prior doctrine to restore the balance of privacy protection from an
earlier age. I have called this process “equilibrium-adjustment,”’®' and it is a
longstanding method of interpreting the Fourth Amendment. But the mosaic
theory aims to achieve this goal in a very peculiar way.

The mosaic theory amounts to an awkward halfway measure. Under the
sequential approach, courts traditionally have two options when deciding
how to regulate police conduct. They can decide that particular conduct is
never a Fourth Amendment search but that legislatures can regulate the con-
duct by enacting statutory protections, or they can say that the conduct is
always a Fourth Amendment search. The mosaic theory offers a vague mid-
dle ground as a third option. The theory allows courts to say that techniques
are sometimes a search. They are not searches when grouped in some ways
(when no mosaic exists) but become searches when grouped in other ways
(when the mosaic line is crossed).

Identifying the principles that should govern this middle ground is ex-
tremely difficult, however, such that the challenges of the method outweigh its
possible benefits. As Part III explained, implementing the mosaic theory raises
a large number of novel and complex questions that courts would need to an-
swer. It is hard to see how courts can answer all these questions coherently.
Even proponents of the mosaic approach appear not to have answers for how
it should apply.’”? Rather than jump headfirst into this morass, the wiser
course is to retain the two options presented under the sequential approach.

This does not mean that courts must allow technology to erode Fourth
Amendment privacy. If courts must expand Fourth Amendment privacy pro-
tections in response to new technologies, they can conclude that the disputed
conduct is always a search under a sequential analysis. The model for this
approach is the most famous Fourth Amendment decision: Katz v. United

190. See Jones, 132 S. Ct. at 954 (referring to the approach articulated in Justice Alito’s
opinion as “thorny,” “vexing,” and a “novelty,” and asking, “What of a 2-day monitoring of a
suspected purveyor of stolen electronics? Or of a 6-month monitoring of a suspected terror-

ist?”).
191. See Kerr, supra note 16.
192. See infra notes 204208 and accompanying text.
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States.'® Katz shows that rejecting the mosaic theory does not mean reject-
ing broad Fourth Amendment protection. It only means rejecting the
awkward halfway measure of the mosaic theory.

A. The Mosaic Theory as Equilibrium-Adjustment

In a recent article,'** I argued that much of modern Fourth Amendment
doctrine reflects the principle of equilibrium-adjustment. When technology
and social practice change in ways that substantially threaten the govern-
ment’s power to solve crimes, courts often respond by loosening Fourth
Amendment rules to restore the prior level of investigatory power. On the
other hand, when technology and social practice considerably expand gov-
ernment power, courts respond by strengthening Fourth Amendment rules to
attempt to restore the prior level of constitutional protection. Judges inter-
pret the Fourth Amendment in response to major technological changes
much like a driver trying to maintain speed on hilly terrain: they add gas
when climbing uphill but lay off the pedal on the downward slopes.’®

The mosaic theory of the Fourth Amendment fits nicely into this frame-
work. Computerization enables extremely fast repetition of surveillance
practices. If a computer can do something, it can do that thing many times in
a split second. Computers also have a previously unimaginable capacity to
aggregate and analyze whatever information investigators collect. The mosa-
ic theory attempts to restore the balance of power by disabling the
government’s ability to rely on what computerization enables. As Justice
Alito noted in Jones, surveillance in “the pre-computer age” was necessarily
limited, while computers changed massive-scale monitoring from something
“impractical” to something “relatively easy and cheap.”'*® Such new powers
“may ‘alter the relationship between citizen and government, "'’ Justice
Sotomayor worried, resulting in “a tool so amenable to misuse™'® that
Fourth Amendment doctrine needed to respond.

The mosaic theory aims to restore the balance of police power by label-
ing the government’s enhanced powers as searches. If investigators use new
tools in modest ways consistent with earlier government capacities, their use
remains outside the scope of Fourth Amendment protection. But if the gov-
ernment fully exploits the new powers the new tools provide, the scope of
surveillance upsets the earlier balance and the mosaic theory subjects the
government’s conduct to Fourth Amendment oversight.

193. 389 U.S. 347 (1967).

194. See Kerr, supra note 16.

195. See id. at 487-90 (explaining the process of equilibrium-adjustment).

196. See United States v. Jones, 132 S. Ct. 945, 963-64 (2012) (Alito, J., concurring in
the judgment).

197. Id. at 956 (Sotomayor, J., concurring) (quoting United States v. Cuevas—Perez, 640
F.3d 272, 285 (7th Cir. 2011) (Flaum, J., concurring), vacated, 132 S. Ct. 1534 (2012)
(mem.)).

198. Id. (quoting United States v. Di Re, 332 U.S. 581, 595 (1948)) (internal quotation
marks omitted).
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B. The Case Against the Mosaic Theory

The critical question is whether the mosaic theory offers a desirable ap-
proach to equilibrium-adjustment. Although the mosaic theory derives from
an admirable goal, I believe it is a troubling approach that courts should reject.
The mosaic theory should be repudiated for three reasons. First, the theory
raises so many novel and puzzling new questions that it would be difficult, if
not impossible, to administer effectively as technology changes. Second, the
mosaic theory rests on a probabilistic conception of the reasonable expecta-
tion of privacy test that is ill suited to regulate the new technologies that the
mosaic theory has been created to address. And third, the theory interferes
with statutory protections that better regulate surveillance practices outside
of the sequential approach.

1. The Mosaic Theory Would Be Very Difficult to Administer

The first difficulty with the mosaic theory is the most obvious: its im-
plementation raises so many difficult questions that it will prove
exceedingly hard to administer effectively. Because the mosaic theory de-
parts dramatically from existing doctrine, implementing it would require the
creation of a new set of Fourth Amendment rules—in effect, a mosaic paral-
lel to the sequential precedents that exist today. The problem is not only the
number of questions but also their difficulty. Many of the questions raised in
Part III of this Article are genuine puzzles that Fourth Amendment text,
principles, and history cannot readily answer. Judges should be reluctant to
open the legal equivalent of Pandora’s Box.

Murky standards are not unknown in Fourth Amendment law, of course.
But the murkiness of the mosaic theory is unprecedented. I find it particular-
ly telling that not even the proponents of the mosaic theory have proposed
answers for how the theory should apply. For example, in one recent article, a
group of scholars who endorsed the mosaic approach dismissed the conceptu-
al difficulties of its implementation on the ground that answering such puzzles
“is why we have judges.”'” A pro-mosaic amicus brief in Jones signed by
several prominent legal academics was similarly nonresponsive. 2® The brief
brushed off the difficulties with implementing the mosaic theory by stating
that judges encounter vague standards elsewhere in Fourth Amendment law
and they can implement the mosaic theory by “consider[ing] the same criteria
applied to other surveillance situations.”?!

I appreciate such confidence in judicial abilities. But surely there is a
stark difference between applying vague standards and implementing a the-

199. See Smith et al., supra note 15, at 201.

200. See Brief of Amici Curiae, Yale Law School Information Society Project Scholars
and Other Experts in the Law of Privacy and Technology in Support of the Respondent at 25—
27, Jones, 132 S. Ct. 945 (No. 10-1259), 2011 WL 4614429. The scholars who signed onto
this brief included Daniel Solove, Paul Ohm, Danielle Citron, Christopher Slobogin, Susan
Freiwald, Renee Hutchins, Chris Hoofnagle, and Stephen Henderson. Id. at 1-3.

201. Id. at27.
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ory so mysterious that Fourth Amendment experts decline to express an
opinion on how to apply it. Judges are smart people, but they are not like
Moses bringing the tablets down from Mount Sinai. If the questions raised
by the mosaic theory can be answered, proponents of the theory should an-
swer them. Expressions of confidence that answers can be found do not
substitute for the answers themselves.?*?

The challenge of answering the questions raised by the mosaic theory
has particular force because the theory attempts to regulate use of changing
technologies. Law enforcement implementation of new technologies can oc-
cur very quickly, while judicial resolution of difficult constitutional questions
typically occurs at a more snail-like pace. As a result, the constantly evolving
nature of surveillance practices can lead new questions to arise faster than
courts might settle them. Old practices would likely be obsolete by the time
the courts resolved how to address them, and the newest surveillance prac-
tices would arrive and their legality would be unknown. Like Lucy and Ethel
trying to package candy on the ever-faster conveyor belt,*” the mosaic theo-
ry could place judges in the uncomfortable position of trying to settle a wide
range of novel questions for technologies that are changing faster than the
courts can resolve how to regulate them.

Consider the changes in location-identifying technologies in the last
three decades. Thirty years ago, the latest in police location-tracking tech-
nologies was the primitive radio beeper seen in Knotrs. But radio beepers
are obsolete. Today the police have new tools at their disposal that were un-
known in the Knotts era, ranging from GPS devices to cell-site records to
license plate cameras. The rapid pace of technological change creates major
difficulties for courts trying to apply the mosaic theory: if the technological
facts of the mosaic change quickly over time, any effort to answer the many
difficult questions raised by the mosaic theory will become quickly outdat-
ed. Courts eventually may devise answers to the many questions discussed
in Part III. But by the time they do, the technology is likely to be obsolete.

202. The closest any scholar has come to answering the questions raised by the mosaic
theory is Christopher Slobogin, who recently proposed a model statute to implement the mo-
saic theory. See Christopher Slobogin, Making the Most of Jones v. United States in a
Surveillance Society: A Statutory Implementation of Mosaic Theory, 8 DUKE J. ConsT. L. &
Pus. PoL’y (forthcoming 2013), available at http://papers.ssmn.comy/sol3/papers.cfm?abstract_
1d=2098002. Professor Slobogin proposes a complex framework distinguishing among “target
public searches,” “targeted data search of data held by an institutional third party;” and “gen-
eral public and data searches.” He would require different standards to conduct different kinds
of surveillance for different times, such as twenty minutes or forty-eight hours. See id. at 17—
22. Importantly, even Professor Slobogin declines to say how the mosaic theory applies. His
proposal is statutory rather than constitutional. Further, Professor Slobogin’s statutory pro-
posal is similar to arguments he advanced in a recent book on the Fourth Amendment
published well before Jones. See CHRISTOPHER SLOBOGIN, PRIvACY AT Risk: THE New Gov-
ERNMENT SURVEILLANCE AND THE FOURTH AMENDMENT (2007)). I reviewed Professor
Slobogin’s book in 2009, and my critique of his approach then largely responds to his current
proposal. See Orin S. Kerr, Review, Do We Need a New Fourth Amendment?, 107 MICH. L.
REv. 951 (2009).

203. See I Love Lucy: Job Switching (CBS television broadcast Sept. 15, 1952).
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2. Probabilistic Approaches to the “Reasonable Expectation of Privacy” Test
Are Tll Suited to Regulate Technological Surveillance

The second problem with the mosaic theory is that most formulations
are based on a probabilistic approach to the reasonable expectation of priva-
cy test that proves ill suited to regulate technological surveillance practices.
Supreme Court decisions have used several different inquiries to determine
what makes an expectation of privacy constitutionally reasonable.?** In some
cases, the Court has looked to what a reasonable person would perceive as
likely;?* in other cases, the Court has looked to whether the particular kind
of information obtained is worthy of protection;?® in some cases, the Court
has looked to whether the government violated some legal norm such as a
property right in obtaining the information;?*” and in other cases, the Court
has simply considered whether the conduct should be regulated by the
Fourth Amendment as a matter of policy.2®® Use of these multiple inquiries
(what I have called “models”) of Fourth Amendment protection allows the
Court to adopt different approaches in different contexts, ideally selecting
the model that best identifies the need for regulation in that particular set-
ting,2%

For the most part, formulations of the mosaic theory rest on the first of
these approaches—what a reasonable person would see as likely. I have
called this the probabilistic approach to Fourth Amendment protection,?' as
it rests on a notion of the probability of privacy protection. The more likely
it is that a person will maintain their privacy, the more likely it is that gov-
ernment conduct defeating that expectation counts as a search. Under this
model, the Fourth Amendment guards against surprises. The paradigmatic
example is Bond v. United States,*! which involved government agents
physically manipulating a bus passenger’s duffel bag to identify a wrapped
brick of drugs inside it. Manipulating the bag violated a reasonable expecta-
tion of privacy because a bus passenger expects other passengers to handle
his bag but not to “feel the bag in an exploratory manner.”*'?> Both Judge
Ginsburg and Justice Alito authored mosaic opinions that rely on such prob-
abilistic reasoning.?'® Judge Ginsburg deemed long-term GPS monitoring a
search because no stranger could conduct the same level of monitoring as a
GPS device. Justice Alito reached the same result on the grounds that a rea-

204. See Kerr, supra note 90.
205. See id. at 508-12.

206. See id. at 512-15.

207. See id. at 516-19.

208. See id. at 519-22.

209. See id. at 543-48.

210. See id. at 508-12.

211. 529 U.S. 334 (2000).
212. Bond, 529 U.S. at 339.
213. See supra Section IL.B.
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sonable person would not expect the police to obtain so much infor-
mation.?!

The probabilistic approach is a poor choice to regulate technological
surveillance, however. The problem is a practical one. Most individuals lack
a reliable way to gauge the likelihood of technological surveillance meth-
ods. The probabilistic expectation of privacy applied in Bond relied on
widespread and repeated personal experience. Bus passengers learn the so-
cial practices of bus travel by observing it firsthand. In contrast, estimating
the frequency of technological surveillance practices is essentially impossi-
ble for most people (including most judges). Surveillance practices tend to
be hidden, and few understand the relevant technologies. Some people will
guess that privacy invasions are common. Others will guess that they are
rare. But exceedingly few will know the truth, which makes probabilistic
beliefs a poor basis for Fourth Amendment protection.

Consider the so-called “CSI effect,”?!> by which jurors in routine crimi-
nal cases expect prosecutors to introduce evidence collected using high-tech
investigatory tools like those featured on popular television dramas such as
Law & Order and CSI. The CSI effect suggests that members of the public
derive their expectations of police practices in large part from entertaining
but largely fictional television shows. Resting Fourth Amendment doctrine
on such malleable expectations seems a curious choice. A hit show featuring
hardworking officers with high-tech tools could cut back Fourth Amend-
ment protection by suggesting that very invasive investigations are
commonplace. On the other hand, a new show featuring lazy or incompetent
officers might expand Fourth Amendment protection by making particularly
thorough investigations exceed societal expectations. It is hard to see why
such poorly informed beliefs should shape Fourth Amendment protections.

Nor does Supreme Court doctrine require such a result. To the contrary,
the Supreme Court has generally avoided applying the probabilistic model
to government surveillance practices.?'® The Court has relied instead on oth-
er models that provide more stable ways to regulate government
surveillance practices.?!” Courts should follow that lead, continuing to focus
on the models of the reasonable expectation of privacy test that do not rely
on probabilistic reasoning.

214. See supra Section IL.C.

215. See Simon A. Cole & Rachel Dioso-Villa, Investigating the ‘CSI Effect’ Effect:
Media and Litigation Crisis in Criminal Law, 61 STAN. L. REv. 1335, 1336-37 (2009).

216. See United States v. Sparks, 750 F. Supp. 2d 384, 392 (D. Mass. 2010) (“Rather
than using a probabilistic approach to determine reasonable expectations of privacy, in the
context of governmental use of new technologies, the Supreme Court repeatedly has focused
on whether the nature of the information revealed is private and thus worthy of constitutional
protection.”).
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350 Michigan Law Review [Vol. 111:311

3. The Mosaic Theory Could Interfere with More Effective
Statutory Protections

A third difficulty with the mosaic theory is that it may interfere with the
development of statutory privacy laws. As I have explained in another arti-
cle?® —and as Justice Alito suggested in his concurring opinion in
Jones*—Congress has significant institutional advantages over the courts
in trying to regulate privacy in new technologies. Congress can act quickly,
hold hearings, and consider expert opinion.?® Congress can draw arbitrary
lines that don’t fit easily within constitutional doctrine.??! And if Congress errs
or facts change, Congress can amend its prior handiwork relatively easily.??
Congress can also regulate using sunset provisions that force the legislature
to revisit the question in light of intervening experience.?”® For these rea-
sons, legislative privacy laws have considerable institutional advantages
over the products of the comparatively slow and less-informed judicial pro-
cess.

The mosaic approach could interfere with statutory solutions in two
ways. First, the theory might discourage legislative action by fostering a
sense that the courts have occupied the field.?”* When courts hear a contro-
versial privacy case but rule that the Fourth Amendment does not apply, the
judicial “no” identifies a problem for the legislature to address. The absence
of judicial regulation invites legislative action. Prominent examples include
the Right to Financial Privacy Act of 1978,%% passed in response to United
States v. Miller;?* the Pen Register Statute,??’ passed in response to Smith v.
Maryland;?*® and the Privacy Protection Act of 1980,%% passed in response
to Zurcher v. Stanford Daily.® In all three instances, Congress responded to
a Fourth Amendment ruling allowing a controversial investigatory practice

218. See Orin S. Kerr, The Fourth Amendment and New Technologies: Constitutional
Mpyths and the Case for Caution, 102 MicH. L. Rev. 801, 855-57 (2004).

219. See Jones, 132 S. Ct. 945, 964 (2012) (Alito, J., concurring in the judgment) (citing
Kerr, supra note 90, at 805-06).

220. Kerr, supra note 90, at 870, 881-82.
221. See id. at 871-72.

222, See id.

223, Seeid. at 873.

224, Cf. id. at 855-57.

225. Pub. L. No. 95-630, tit. XI, 92 Stat. 3641, 3697-710 (codified at 12 U.S.C.
§§ 3401-3422 (2006)).

226. 425U.S. 435 (1976).

227. Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, sec. 301(a), 100
Stat. 1848, 186872 (codified as amended at 18 U.S.C. §§ 3121-3127 (2006 & Supp. IV 2010)).
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by creating statutory protections.”?! The possibility of mosaic protection
complicates the legislative picture because mosaic protections can overlap
with possible statutory solutions and therefore render the case for statutory
protection much less apparent.?*2

The two concurring opinions in Jones can be read as hinting at another
possible interaction between the mosaic theory and statutory protections:
perhaps the mosaic theory operates only where no statutory protection ex-
ists, such that enactment of statutory protections disables the mosaic
theory. 23 If so, the mosaic theory could encourage statutory protections
rather than discourage them. But this possibility raises its own complex set
of puzzles. For example, how many statutory protections suffice? At the
time of Jones, a few state legislatures had already enacted GPS privacy

231. See, e.g., HR. Rep. No. 95-1383, at 34 (1978), reprinted in 1978 U.S.C.C.AN.
9273, 9306 (discussing bills to create statutory right to privacy in financial records in response
to United States v. Miller, 425 U.S. 435).

232. This is just a prediction, of course, and the novelty of the mosaic approach makes it
difficult to prove. One very modest piece of evidence might be the congressional action on
location privacy before and after Jones. In the months leading up to the Jones decision, several
prominent bills were introduced in Congress to regulate GPS surveillance. In June 2011, Sena-
tors Franken and Blumenthal introduced the Location Privacy Protection Act of 2011, S. 1223,
112th Cong. (2011), and Senator Wyden introduced the Geolocational Privacy and Surveil-
lance Act, S. 1212, 112th Cong. (2011). In the months following Jones, however, those bills
appear to be stalled, and no other bills have been introduced to date. Of course, one cannot
draw much in the way of conclusions from such sparse evidence.

233. It is important to avoid reading too much into the penumbras of Supreme Court
opinions. Such overreading can purport to find signals that no justice intended. With that said,

Justice Alito introduces his mosaic solution in Jones by explaining that it is “[t]he best that we
can do” in light of the fact that “to date . . . Congress and most States have not enacted statutes
regulating the use of GPS tracking technology for law enforcement purposes.” United States v.
Jones, 132 S. Ct. 945, 964 (2012) (Alito, J., concurring in the judgment). This statement could
be interpreted in two ways. On one hand, perhaps it merely means that Justice Alito had to
apply the Fourth Amendment because no statutes exist that could allow the Court to decide the
legality of the government’s conduct without reaching the constitutional question. Under this
interpretation, the “best that we can do” language merely reflects the principle of constitution-
al avoidance.

On the other hand, perhaps the “best that we can do” language means that the existence
of privacy statutes disables the mosaic approach, or at least the possibility of an exclusionary
remedy. Cf. lllinois v. Krull, 480 U.S. 340, 342, 349-50 (1987) (holding that the exclusionary
rule does not apply when an officer reasonably relies on a statute authorizing investigatory
conduct later ruled in violation of the Fourth Amendment). This latter interpretation is bolstered
somewhat by the fact that even the widespread adoption of GPS statutes likely would not provide
a basis for constitutional avoidance in Jones, at least outside the context of Krull’s good-faith
exception. The federal agents in Jones would not be bound by a state GPS surveillance statute
under the Supremacy Clause, and even a federal privacy statute could only resolve the Jornes
case to the extent it included a statutory suppression remedy.

Justice Sotomayor makes a somewhat similar suggestion in her statement that in apply-
ing the Fourth Amendment, she would “consider the appropriateness of entrusting to the
Executive, in the absence of any oversight from a coordinate branch, a tool so amenable to mis-
use.” Jones, 132 S. Ct. at 956 (Sotomayor, J., concurring). This seems to suggest that oversight
from a coordinate branch such as Congress might lead her to reach a different interpretation of
the Fourth Amendment.
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laws. 24 A few state supreme courts had regulated GPS monitoring under
state constitutions.?** More states and the federal government were likely to
enact such protections in the future. If protections outside the Fourth
Amendment end the need for Fourth Amendment protection, how many
statutes and state constitutional decisions must be enacted before they are
sufficient?

A related puzzle is how much protection such statutes must provide. If
any statutory protection disables the mosaic, then legislatures can enact the
most modest and toothless protection and that will suffice. The mosaic threat
would be entirely procedural: legislatures would only need to check the box of
establishing statutory protection to avoid a judicially enforced mosaic. On the
other hand, if courts have to assess whether the statutes are sufficiently
protective to address the kind of concerns that the mosaic theory address-
es, then achieving that standard will be extremely difficult. For reasons I
have explained in depth elsewhere, facial review of privacy statutes to de-
termine if they are sufficiently protective to satisfy a general Fourth
Amendment standard would trigger its own rather daunting interpretive
challenges.?3

C. The Mosaic Theory as a Halfway Measure and the Katz Example

Rejecting the mosaic theory does not mean that judges must sit idly by
as advancing technology diminishes the role of the Fourth Amendment. Un-
der the sequential approach, judges can engage in equilibrium-adjustment
within the context of a binary choice. Judges can rule that government con-
duct is not a search and thereby leave it to statutory regulation, or they can
decide it is a search and subject it to constitutional regulation. Rejecting the
mosaic theory allows this process to continue. It simply leaves out the mosa-
ic theory’s effort to introduce a middle-ground third option that amounts to
an awkward halfway measure.

The mosaic theory provides a halfway measure because it leaves sequen-
tial precedents partially in place. It leaves practices unregulated in some
unspecified short-term contexts, and it then flips the switch and calls the
government action a search when grouped together in some broader or long-
er-term contexts. Consider the use of GPS devices in Maynard/Jones. In
United States v. Knotts, the Court had held that use of a location device to
monitor the location of a car on public thoroughfares was never a search.?’
In his mosaic concurrence in Jones, Justice Alito reaffirmed the Knotts prec-
edent but limited it to ‘“relatively short-term monitoring of a person’s

234. See, e.g., FLA. STAT. § 934.06 (2011); MINN. STAT. ANN. § 626A.37 (West 2009).
235. See, e.g., State v. Jackson, 76 P.3d 217, 263—-64 (Wash. 2003).

236. See Orin S. Kerr, Congress, the Courts, and New Technologies: A Response To
Professor Solove, 74 ForDHAM L. REV. 779, 787-90 (2005).

237. 460 U.S. 276, 281-82 (1983).
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movements on public streets.”?*® Under this approach, Knotts was still good
law—at least up to a point. Justice Alito’s mosaic opinion offered an at-
tempted middle ground between retaining Knotts in its entirety or simply
overturning it.

Although renouncing the mosaic theory would eliminate this
middle ground, it would allow judges to continue to engage in equilibrium-
adjustment by expanding what constitutes a search. The proper model is
Katz v. United States,* perhaps the most famous of all Fourth Amendment
decisions. Katz expanded the scope of what constitutes a search by replacing
the constitutionally protected area formulation with something broader.
Under Karz, bugging and wiretapping that had been beyond Fourth
Amendment protection were brought inside that protection to account for
the new world of telephone communications. Notably, the Katz Court did
not say that short-term bugging was permitted but that long-term bugging
became a search at some unspecified point. Instead, the Court followed the
traditional sequential approach by holding that all bugging of a phone while
it was in a person’s private use triggered the Fourth Amendment.2

Application of the same method to the use of relatively new surveillance
techniques such as GPS surveillance suggests that the Court should choose
between two basic options. If technology and social practices remain suffi-
ciently stable and the Knotts/Karo line properly balances law enforcement
power and privacy rights, then courts should adhere to those cases. On the
other hand, if changing technology and social practice dramatically expands
government power under Knotts/Karo, courts can engage in equilibrium-
adjustment and overturn Knotts. Courts should follow the Katz example and
engage in equilibrium-adjustment within the confines of the sequential ap-
proach.

CONCLUSION

The concurring opinions in Jones invite lower courts to experiment with
a new approach to the Fourth Amendment search doctrine. The approach is
well intentioned. It aims to restore the balance of Fourth Amendment pro-
tection by disabling the new powers created by computerization of
surveillance tools. But despite these good intentions, the mosaic theory
represents a Pandora’s Box that courts should leave closed. The theory rais-
es so many novel and difficult questions that courts would struggle to
provide reasonably coherent answers. By the time courts worked through
answers for any one technology, the technology would likely be long obso-
lete. Mosaic protection also could come at a cost of lost statutory
protections, and implementing it would require courts to assess probabilities
of surveillance that judges are poorly equipped to evaluate. The concurring

238. United States v. Jones, 132 S. Ct. 945, 964 (2012) (Alito, J., concurring in the
judgment).

239. 389 U.S. 347 (1967).

240. Katz, 389 U.S. at 353, 359.
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opinions in Jones represent an invitation that future courts should decline.
Instead of adopting a new mosaic theory, courts should consider the need to
engage in equilibrium-adjustment within the confines of the traditional se-
quential approach.



